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are requested to provide the following ac-
count information pertaining to (identify
customer);
llllllllllllllllllllllll
(Describe the specific records to be exam-

ined)
The Army has no authority to issue an ad-

ministrative summons or subpoena for ac-
cess to these financial records which are re-
quired for (describe the nature or purpose of
the inquiry).

A copy of this request was (personally
served upon or mailed to) the subject on
(date) who has (10 or 14) days in which to
challenge this request by filing an applica-
tion in an appropriate United States district
court if the subject desires to do so.

Upon expiration of the above mentioned
time period and in the absence of any filing
or challenge by the subject, you will be fur-
nished a certification certifying in writing
that the applicable provisions of the Act
have been complied with prior to obtaining
the requested records. Upon your receipt of a
Certificate of Compliance with the Right to
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject
in connection with the disclosure of the re-
quested financial records.
(Official Signature Block) lllllllll

APPENDIX E TO PART 504—CUSTOMER
NOTICE OF FORMAL WRITTEN RE-
QUEST—SAMPLE FORMAT

(Official Letterhead)

(Date) llllllllllllllllllll
Mr./Ms. llllll,
1500 N. Main Street, Washington, DC 20314.

Dear Mr./Ms. llllll: Information or
records concerning your transactions held by
the financial institution named in the at-
tached request are being sought by the
(agency/department) in accordance with the
Right to Financial Privacy Act of 1978, sec-
tion 3401 et seq., Title 12, United States
Code, and Army Regulation 190–6, for the fol-
lowing purpose(s):
llllllllllllllllllllllll
(List the purpose(s))

If you desire that such records or informa-
tion not be made available, you must do the
following:

a. Fill out the accompanying motion paper
and sworn statement or write one of your
own—

(1) Stating that you are the customer
whose records are being requested by the
Government.

(2) Giving the reasons you believe that the
records are not relevant or any other legal
basis for objecting to the release of the
records.

b. File the motion and statement by mail-
ing or delivering them to the clerk of any

one of the following United States District
Courts:
llllllllllllllllllllllll
(List applicable courts)

c. Mail or deliver a copy of your motion
and statement to the requesting authority:
(give title and address).

d. Be prepared to come to court and pre-
sent your position in further detail.

You do not need to have a lawyer, although
you may wish to employ one to represent
you and protect your rights.

If you do not follow the above procedures,
upon the expiration of (10 days from the date
of personal service) (14 days from the date of
mailing) of this notice, the records or infor-
mation requested therein may be made
available.

These records may be transferred to other
Government authorities for legitimate law
enforcement inquiries, in which event you
will be notified after the transfer if such
transfer is made.
3 Inclosures (see para———)
(Signature) lllllllllllllllll

PART 505—THE ARMY PRIVACY
PROGRAM

Sec.
505.1 General information.
505.2 Individual rights of access and amend-

ment.
505.3 Disclosure of personal information to

other agencies and third parties.
505.4 Record-keeping requirements under

the Privacy Act.
505.5 Exemptions.

APPENDIX A TO PART 505—EXAMPLE OF SYS-
TEM OF RECORDS NOTICE

APPENDIX B TO PART 505—EXAMPLE OF RE-
PORT FOR NEW SYSTEM OF RECORDS

APPENDIX C TO PART 505—PROVISIONS OF THE
PRIVACY ACT FROM WHICH A GENERAL OR
SPECIFIC EXEMPTION MAY BE CLAIMED

APPENDIX D TO PART 505—GLOSSARY OF
TERMS

AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5
U.S.C. 552a).

SOURCE: 50 FR 42164, Oct. 18, 1985, unless
otherwised noted.

§ 505.1 General information.

(a) Purpose. This regulation sets forth
policies and procedures that govern
personal information kept by the De-
partment of the Army in systems of
records.

(b) References—(1) Required publica-
tions. (i) AR 195–2, Criminal Investiga-
tion Activities. (Cited in § 505.2(j))
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(ii) AR 340–17, Release of Information
and Records from Army Files. (Cited in
§§ 505.2(h) and 505.4(d))

(iii) AR 430–21–8, The Army Privacy
Program; System Notices and Exemp-
tion Rules for Civilian Personnel Func-
tions. (Cited in § 505.2(i))

(iv) AR 380–380, Automated System
Security. (Cited in § 505.4(d) and (f))

(2) Related publications. (A related
publication is merely a source of addi-
tional information. The user does not
have to read it to understand this regu-
lation.)

(i) DOD Directive 5400.11, DOD Pri-
vacy Program.

(ii) DOD Regulation 5400.11–R, DOD
Privacy Program.

(iii) Treasury Fiscal Requirements
Manual. This publication can be ob-
tained from The Treasury Department,
15th and Pennsylvania Ave., NW, Wash-
ington, DC 20220

(c) Explanation of abbreviations and
terms. Abbreviations and special terms
used in this regulation are explained in
the glossary.

(d) Responsibilities. (1) The Director of
Information Systems for Command,
Control, Communications, and Com-
puters (DISC4) is responsible for
issuing policy and guidance for the
Army Privacy Program in consultation
with the Army General Counsel.

(2) The Commander, U.S. Army Infor-
mation Systems Command is respon-
sible for developing policy for and exe-
cuting the Privacy Act Program under
the policy and guidance of the DISC4.

(3) Heads of Joint Service agencies or
commands for which the Army is the
Executive Agent, or otherwise has re-
sponsibility for providing fiscal,
logistical, or administrative support,
will adhere to the policies and proce-
dures in this regulation.

(4) Commander, Army and Air Force
Exchange Service (AAFES), is respon-
sible for the supervision and execution
of the privacy program within that
command pursuant to this regulation.

(e) Policy. Army Policy concerning
the privacy rights of individuals and
the Army’s responsibilities for compli-
ance with operational requirements es-
tablished by the Privacy Act are as fol-
lows:

(1) Protect, as required by the Pri-
vacy Act of 1974 (5 U.S.C. 552a), as

amended, the privacy of individuals
from unwarranted intrusion. Individ-
uals covered by this protection are liv-
ing citizens of the United States and
aliens lawfully admitted for permanent
residence.

(2) Collect only the personal informa-
tion about an individual that is legally
authorized and necessary to support
Army operations. Disclose this infor-
mation only as authorized by the Pri-
vacy Act and this regulation.

(3) Keep only personal information
that is timely, accurate, complete, and
relevant to the purpose for which it
was collected.

(4) Safeguard personal information to
prevent unauthorized use, access, dis-
closure, alteration, or destruction.

(5) Let individuals know what records
the Army keeps on them and let them
review or get copies of these records,
subject to exemptions authorized by
law and approved by the Secretary of
the Army. (See § 505.5.)

(6) Permit individuals to amend
records about themselves contained in
Army systems of records, which they
can prove are factually in error, not
up-to-date, not complete, or not rel-
evant.

(7) Allow individuals to ask for an ad-
ministrative review or decisions that
deny them access to or the right to
amend their records.

(8) Maintain only information about
an individual that is relevant and nec-
essary for Army purposes required to
be accomplished by statute or Execu-
tive Order.

(9) Act on all requests promptly, ac-
curately, and fairly.

(f) Authority. The Privacy Act of 1974
(5 U.S.C. 552a), as amended, is the stat-
utory basis for the Army Privacy Pro-
gram. With in the Department of De-
fense, the Act is implemented by DOD
Directive 5400.11 and DOD 5400.11–R.
The Act Assigns—

(1) Overall Government-wide respon-
sibilities for implementation to the Of-
fice of Management and Budget.

(2) Specific responsibilities to the Of-
fice of Personnel Management and the
General Services Administration.

(g) Access and Amendment Refusal Au-
thority (AARA). Each Access and
Amendment Refusal Authority (AARA)
is responsible for action on requests for
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access to, or amendment of, records re-
ferred to them under this part. The of-
ficials listed below are the only AARA
for records in their authority. Author-
ity may be delegated to an officer or
subordinate commander. All delega-
tions must be in writing. If an AARA’s
delegate denies access or amendment,
the delegate must clearly state that he
or she is acting on behalf of the AARA
and identify the AARA by name and
position in the written response to the
requester. Denial of access or amend-
ment by an AARA’s delegate must
have appropriate legal review. Delega-
tions will not be made below the colo-
nel (06) or GS/GM-15 level. Such delega-
tions must not slow Privacy actions.
AARAs will send the names, offices,
telephone numbers of heir delegates to
the Director of Information Systems
for Command, Control, Communica-
tions and Computers, Headquarters,
Department of the Army, ATTN: SAIS-
IDP, Washington, DC 20310–0107; and
the Department of the Army Privacy
Review Board, Crystal Square 1, Suite
201, 1725 Jefferson Davis Highway, Ar-
lington, VA 22202.

(1) The Administrative Assistant to
the Secretary of the Army (AASA) for
records of the Secretariat and its serv-
iced activities, to include the personnel
records maintained by the General Of-
ficer Management Office, personnel
records pertaining to Senior Executive
Service personnel serviced by the Of-
fice of the Secretary of the Army
(OSA), and Equal Employment Oppor-
tunity (EEO) records from offices serv-
iced by the OSA. The AASA will also
serve as AARA for those records re-
quiring the personal attention of the
Secretary of the Army.

(2) The Inspector General (TIG) for
TIG investigative records.

(3) The president or executive sec-
retary of boards, councils, and similar
bodies established by the Department
of the Army to consider personnel mat-
ters, including the Army Board of Cor-
rection of Military Appeals, for records
under their purview.

(4) The Deputy Chief of Staff for Per-
sonnel (DCSPER) for records of active
and former non-appropriated fund em-
ployees (except those in the Army and
Air Force Exchange Service), alcohol
and drug abuse treatment records, be-

havioral science records, recruiting,
Armed Services Vocational Aptitude
Battery (ASVAB), equal opportunity,
Junior Reserve Officers’ Training Corps
(ROTC), Senior ROTC Instructor, mili-
tary academy cadet, selection, pro-
motion, and reduction boards; special
review boards; professional staff infor-
mational records; and entrance proc-
essing records (when records pertain to
those not entering active duty).

(5) The Deputy Chief of Staff for Op-
erations and Plans (DCSOPS) for mili-
tary police records and reports and
prisoner confinement and correctional
records.

(6) Chief of Engineers (COE) for
records pertaining to civil work (in-
cluding litigation), military construc-
tion, engineer procurement, other engi-
neering matters not under the purview
of another AARA, ecology, and con-
tractor qualifications.

(7) The Surgeon General (TSG) for
medical records, except properly part
of the Official Personnel Folder (OPM/
GOVT–1 system of records).

(8) Chief of Chaplains (CCH) for eccle-
siastical records.

(9) The Judge Advocate General
(TJAG) for legal records under TJAG
responsibility.

(10) Chief, National Guard Bureau
(NGB) for personnel records of the
Army National Guard.

(11) Chief, Army Reserve (CAR) for
personnel records of Army retired, sep-
arated and reserve military personnel
members.

(12) Commander, United States Army
Material Command (USAMC) for
records of Army contractor personnel
of the Army Material Command.

(13) Commander, United States Army
Criminal Investigation Command
(USACIDC) for criminal investigation
reports and military police reports in-
cluded therein.

(14) Commander, United States Total
Army Personnel Command (PERSCOM)
for personnel and personnel related
records of Army members on active
duty and current Federal appropriated
fund civilian employees. (Requests
from former civilian employees to
amend a record in any OPM system of
records such as the Official Personnel
Folder should be sent to the Office of
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Personnel Management, Assistant Di-
rector for Workforce Information,
Compliance and Investigations Group,
1900 E Street, NW., Washington, DC
20415-0001.

(15) Commander, U.S. Army Commu-
nity and Family Support Center
(USACFSC) for records relating to mo-
rale, welfare and recreation activities;
community life programs; family ac-
tion programs, retired activities, club
management, Army emergency relief,
consumer protection, retiree survival
benefits, and records dealing with De-
partment of the Army relationships
and social security veteran’s affairs,
United Service Organizations, U.S. Sol-
diers’ and Airmen’s home and Amer-
ican Red Cross.

(16) Commander, U.S. Army Intel-
ligence and Security Command
(INSCOM) for intelligence, investiga-
tive and security records; foreign sci-
entific and technological information;
intelligence training, mapping and ge-
odesy information; ground surveillance
records; intelligence threat assess-
ments; and missile intelligence data re-
lating to tactical land warfare systems.

(17) Commander, Army and Air Force
Exchange Service (AAFES) for records
pertaining to employees, patrons, and
other matters which are the responsi-
bility of the Exchange Service.

(18) Commander, Military Traffic
Management Command (MTMC) for
transportation records.

(19) Director of Army Safety for safe-
ty records.

(20) Commander, U.S. Army Informa-
tion Systems Command (USAISC) for
records which do not fall within the
functional area of another AARA.

(h) Department of the Army Privacy Re-
view Board. The Department of the
Army Privacy Review Board acts on
behalf of the Secretary of the Army in
deciding appeals from refusal of the ap-
propriate AARAs to amend records.
Board membership is comprised of the
AASA, the Commander, USAISC, Pen-
tagon, and TJAG, or their representa-
tives. The AARA may serve as a non-
voting member when the Board con-
siders matters in the AARA’s area of
functional specialization. The Com-
mander, USAISC, Pentagon, chairs the
Board and provides the recording sec-
retary.

(i) Privacy Official. (1) Heads of Army
Staff agencies and commanders of
major Army commands and subordi-
nate commands and activities will des-
ignate a privacy official who will serve
as a staff adviser on privacy matters.
This function will not be assigned
below battalion level.

(2) The privacy official will ensure
that (i) requests are processed prompt-
ly and responsively, (ii) records subject
to the Privacy Act in his/her command/
agency are described properly by a pub-
lished system notice, (iii) privacy
statements are included on forms and
questionnaires that seek personnel in-
formation from an individual, and (iv)
procedures are in place to meet report-
ing requirements.

[50 FR 42164, Oct. 18, 1985, as amended at 58
FR 51012, Sept. 30, 1993]

§ 505.2 Individual rights of access and
amendment.

(a) Access under the Privacy Act. Upon
a written or oral request, an individual
or his/her designated agent or legal
guardian will be granted access to a
record pertaining to that individual,
maintained in a system of records, un-
less the record is subject to an exemp-
tion and the system manager has in-
voked the exemption (see § 505.5), or the
record is information compiled in rea-
sonable anticipation of a civil action or
proceeding. The requester does not
have to state a reason or otherwise jus-
tify the need to gain access. Nor can an
individual be denied access solely be-
cause he/she refused to provide his/her
Social Security Number unless the So-
cial Security Number was required for
access by statute or regulation adopted
prior to January 1, 1975. The request
should be submitted to the custodian of
the record.

(b) Notifying the individual. The custo-
dian of the record will acknowledge re-
quests for access within 10 work days
of receipt. Records will be provided
within 30 days, excluding Saturdays,
Sundays, and legal public holidays.

(c) Relationship between the Privacy
Act and the Freedom of Information Act.
A Privacy Act request for access to
records should be processed also as a
Freedom of Information Act request. If
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all or any portion of the requested ma-
terial is to be denied, it must be con-
sidered under the substantive provi-
sions of both the Privacy Act and the
Freedom of Information Act. Any with-
holding of information must be justi-
fied by asserting a legally applicable
exemption in each Act.

(d) Functional requests. If an indi-
vidual asks for his/her record and does
not cite, or reasonably imply, either
the Privacy Act or the Freedom of In-
formation Act, and another prescribing
directive authorizes release, the
records should be released under that
directive. Examples of functional re-
quests are military members asking to
see their Military Personnel Records
Jacket, or civilian employees asking to
see their Official Personnel Folder.

(e) Medical records. If it is determined
that releasing medical information to
the data subject could have an adverse
affect on the mental or physical health
of that individual, the requester should
be asked to name a physician to re-
ceive the record. The data subject’s
failure to designate a physician is not
a denial under the Privacy Act and
cannot be appealed.

(f) Third party information. Third
party information pertaining to the
data subject may not be deleted from a
record when the data subject requests
access to the record unless there is an
established exemption (see § 505.5(d)).
However, personal data such as SSN
and home address of third parties in
the data subject’s record normally do
not pertain to the data subject and
therefore may be withheld. Informa-
tion about the relationship between
the data subject and the third party
would normally be disclosed as per-
taining to the data subject.

(g) Referral of records. Requests for
access to Army systems of records con-
taining records that originated with
other DOD Components or Federal
agencies which claimed exemptions for
them will be coordinated with or re-
ferred to the originator for release de-
termination. The requester will be no-
tified of the referral.

(h) Fees. Requesters will be charged
only for the reproduction of requested
documents. Normally, there will be no
charge for the first copy of a record
provided to the individual whose record

it is. Thereafter, fees will be computed
as set forth in AR 340–17.

(i) Denial of access. (1) The only offi-
cials authorized to deny a request from
a data subject for records in a system
of records pertaining to that individual
are the appropriate Access and Amend-
ment Refusal Authorities (see
§ 505.1(f)), or the Secretary of the Army,
acting through the General Counsel.
Denial is appropriate only if the
record:

(i) Was compiled in reasonable antici-
pation of a civil action or proceeding,
or

(ii) Is properly exempted by the Sec-
retary of the Army from the disclosure
provisions of the Privacy Act (see
§ 505.5), there is a legitimate govern-
mental purpose for invoking the ex-
emption, and it is not required to be
disclosed under the Freedom of Infor-
mation Act.

(2) Requests for records recommended
to be denied will be forwarded to the
appropriate AARA within 5 work days
of receipt, together with the request,
disputed records, and justification for
withholding. The requester will be no-
tified of the referral.

(3) Within the 30 work day period (see
§ 505.2(b)), the AARA will give the fol-
lowing information to the requester in
writing if the decision is to deny the
request for access:

(i) Official’s name, position title, and
business address;

(ii) Date of the denial;
(iii) Reasons for the denial, including

citation of appropriate section(s) of the
Privacy Act and this regulation;

(iv) The opportunity for further re-
view of the denial by the General Coun-
sel, Office, Secretary of the Army, The
Pentagon, Washington, DC 20310,
through the AARA within 60 calendar
days. (For denials made by the Army
when the record is maintained in one of
OPM’s government-wide systems of
records, notices for which are described
at appendix B, AR 340–21–8, an individ-
ual’s request for further review must
be addressed to the Assistant Director
for Agency Compliance and Evaluation,
Office of Personnel Management, 1900 E
Street NW., Washington, DC 20415–
0001.)

(j) Amendment of records. (1) Individ-
uals may request the amendment of
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their records, in writing, when such
records are believed to be inaccurate as
a matter of fact rather than judgment,
irrelevant, untimely, or incomplete.

(2) The amendment procedures are
not intended to permit challenge to a
record that records an event that actu-
ally occurred nor are they designed to
permit collateral attack upon that
which has been the subject of a judicial
or quasi-judicial action. Consideration
of request for an amendment would be
appropriate if it can be shown that cir-
cumstances leading up to the event
that is recorded on the document were
challenged through administrative pro-
cedures and found to be inaccurately
described, that the document is not
identical to the individual’s copy, or
that the document was not constructed
in accordance with the applicable rec-
ordkeeping requirements prescribed.
For example, the amendment provi-
sions do not allow an individual to
challenge the merits of an adverse ac-
tion. However, if the form that docu-
ments the adverse action contains an
error on the fact of the record (e.g., the
individual’s name is misspelled, an im-
proper date of birth or SSN was re-
corded), the amendment procedures
may be used to request correction of
the record.

(3) US Army Criminal Investigations
Command reports of investigation
(records in system notices AO501.08e
Informant Register, AO508.11b Criminal
Information Reports and Cross Index
Card Files, and AO508.25a Index to
Criminal Investigative Case Files) have
been exempted from the amendment
provisions of the Privacy Act. Requests
to amend these reports will be consid-
ered under AR 195–2 by the Com-
mander, US Army Criminal Investiga-
tions Command, action by the Com-
mander, US Army Criminal Investiga-
tion Commander will constitute final
action on behalf of the Secretary of the
Army under that regulation.

(4) Records accessioned into the Na-
tional Archives are exempted from the
Privacy Act provision allowing individ-
uals to request amendment of records.
Most provisions of the Privacy Act
apply only to those systems of records
which are under the legal control of
the originating agency; e.g., an agen-

cy’s current operating files or records
stored at a Federal records center.

(k) Procedures. (1) Requests to amend
a record should be addressed to the cus-
todian or system manager of that
record. The request must reasonably
describe the record to be amended and
the changes sought (i.e., deletion, addi-
tion, amendment). The burden of proof
rests with the requester; therefore, the
alteration of evidence presented to
courts, boards, and other official pro-
ceedings is not permitted. (An indi-
vidual acting for the requester must
supply a written consent signed by the
requester.)

(2) The custodian or system manager
will acknowledge the request within 10
work days and make final response
within 30 work days.

(3) The record for which amendment
is sought must be reviewed by the
proper system manager or custodian
for accuracy, relevance, timeliness,
and completeness so as to assure fair-
ness to the individual in any deter-
mination made about that individual
on the basis of that record.

(4) If the amendment is proper, the
custodian or system manager will
physically amend the record by adding
or deleting information, or destroying
the record or a portion of it, and notify
the requester of such action.

(5) If the amendment is not justified,
the request and all relevant docu-
ments, including the reasons for not
amending, will be forwarded to the ap-
propriate AARA within 5 work days
and the requester so notified.

(6) The AARA, on the basis of the evi-
dence, either will amend the record and
notify the requester and the custodian
of that decision, or will deny the re-
quest and inform the requester:

(i) Of reasons for not amending; and
(ii) Of his/her right to seek further

review by the DA Privacy Review
Board (through the AARA).

(7) On receipt of an appeal from a de-
nial to amend, the AARA will append
any additional records or background
information that substantiates the re-
fusal or renders the case complete and,
within 5 work days of receipt, forward
the appeal to the DA Privacy Review
Board.

(8) The DA Privacy Review Board, on
behalf of the Secretary of the Army,
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will complete action on a request for
further review within 30 work days of
its receipt by the AARA. The General
Counsel may authorize an additional 30
days when unusual circumstances and
good cause so warrant. The Board may
seek additional information, including
the appellant’s official file, if deemed
relevant and necessary to deciding the
appeal.

(i) If the Board determines that
amendment is justified, it will amend
the record and notify the requester, the
AARA, the custodian of the record, and
any prior recipients of the record.

(ii) If the Board denies the request, it
will obtain the General Counsel’s con-
currence. Response to the appellant
will include reasons for denial and the
appellant’s right to file a statement of
disagreement with the Board’s action
and to seek judicial review of the
Army’s refusal to amend.

(9) Statements of disagreement will
be an integral part of the record to
which it pertains so the fact that the
record is disputed is apparent to any-
one who may have access to, use of, or
need to disclose from it. The disclosing
authority may include a brief summary
of the Board’s reasons for not amend-
ing the disputed record. The summary
will be limited to the reasons stated to
the individual by the Board.

(l) Privacy case files. Whenever an in-
dividual submits a Privacy Act re-
quest, a case file will be established;
see system notice AO240.01DAAG. In no
instance will the individual’s request
and Army actions thereon be included
in the individual’s personnel file. The
case file will comprise the request for
access/amendment, grants, refusals, co-
ordination action, and related papers.
This file will not be used to make any
determinations about the individuals.

§ 505.3 Disclosure of personal informa-
tion to other agencies and third
parties.

(a) Disclosure without consent. The
Army is prohibited from disclosing a
record from a system of records with-
out obtaining the prior written consent
of the data subject, except when disclo-
sure is:

(1) To those officers and employees of
the Department of Defense who have a

need for the record in the performance
of their duties;

(2) Required under the Freedom of In-
formation Act (see § 505.3(c) for infor-
mation normally releasable);

(3) Permitted by a routine use that
has been published in the FEDERAL
REGISTER;

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to title 13 of the United
States Code;

(5) To a recipient who has provided
the Army with advance adequate writ-
ten assurance that the record will be
used solely as a statistical research or
reporting record, and the record is to
be transferred in a form that is not in-
dividually identifiable;

(6) To the National Archives of the
United States as a record that has suf-
ficient historical or other value to war-
rant its continued preservation by the
U.S. Government, or for determination
of such value by the Administrator of
the General Services Administration
(GSA), or designee. (Records sent to
Federal Records Centers for storage re-
main under Army control; these trans-
fers are not disclosures and do not
therefore need an accounting.)

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the
Army element which maintains the
record. The request must specify the
particular portion desired and the law
enforcement activity for which the
record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health and safety of an individual.
Upon such disclosure, notification will
be transmitted to the last known ad-
dress of such individual;

(9) To either House of Congress, or to
a committee or subcommittee to the
extent that the subject matter falls
within the jurisdiction of the com-
mittee or subcommittee;

(10) To the Comptroller General, or
any authorized representative in the
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course of the performance of the duties
of the General Accounting Office;

(11) Pursuant to the order signed by a
judge of a court of competent
jurisidiction. (Reasonable efforts must
be made to notify the individual if the
legal process is a matter of public
record); or

(12) To a consumer reporting agency
in accordance with section 3(d) of the
Federal Claims Collection Act of 1966
(originally codified at 31 U.S.C. 952(d);
recodified at 31 U.S.C. 3711(f), the
name, address, SSN, other information
identifying the individual; amount,
status, and history of the claim, and
the agency or program under which the
case arose may be disclosed in this in-
stance.

(b) Blanket routine use disclosures. In
addition to the routine uses in each
system notice, the following blanket
routine uses apply to all records from
systems of records maintained by the
Army except those which state
othewise.

(1) Law enforcement. Relevant records
maintained to carry out Army func-
tions may be referred to Federal,
State, local, or foreign law enforce-
ment agencies if the record indicates a
violation or potential violation of law.
The agency to which the records are re-
ferred must be the appropriate agency
charged with the responsibility of in-
vestigating or prosecuting the viola-
tion or charges, with enforcing or im-
plementing the statute, rule, regula-
tion, or order issued pursuant thereto.

(2) Disclosure when requesting informa-
tion. A record may be disclosed to a
Federal, State, or local agency main-
taining civil, criminal, or other rel-
evant enforcement information or
other pertinent information, such as
current licenses, to obtain information
relevant to an Army decision con-
cerning the hiring or retention of an
employee, the issuance of a security
clearance, the letting of a contract, or
the issuance of a license, grant, or
other benefit.

(3) Disclosure of requested information.
If the information is relevant and nec-
essary to the requesting agency’s deci-
sion, a record may be disclosed to a
Federal agency, in response to its re-
quest, in connection with the hiring or
retention of an employee, the issuance

of a security clearance, the reporting
of an investigation of an employee, the
letting of a contract, or the issuance of
a license, grant, or other benefit by the
requesting agency, to the extent that
the information is relevant and nec-
essary to the requesting agency’s deci-
sion on the matter.

(4) Congressional inquiries. Disclosure
from a system of records maintained
by the Army may be made to a Con-
gressional office from the record of an
individual in response to an inquiry
from the Congressional office made at
the request of that individual.

(5) Private relief legislation. Relevant
information in all systems of records of
the Department of Defense published
on or before August 22, 1975, will be dis-
closed to the Office of Management and
Budget (OMB) review of private relief
legislation as set forth in OMB Circular
A–19 at any stage of the legislative co-
ordination and clearance process.

(6) Disclosures required by international
agreements. A record may be disclosed
to foreign law enforcement, security,
investigatory, or administrative au-
thorities. These disclosures are in com-
pliance with requirements imposed by,
or to claim rights conferred in, inter-
national agreements and arrangements
including those regulating the sta-
tioning and status in foreign countries
of DOD military and civilian personnel.

(7) Disclosure to State and local taxing
authorities. Any information normally
contained in Internal Revenue Service
Form W–2 which is maintained in a
record from a system of records of the
Army may be disclosed to State and
local taxing authorities with which the
Secretary of the Treasury has entered
into agreements under 5 U.S.C., sec-
tions 5516, 5517, and 5520 only to those
State and local taxing authorities for
which an employee or military member
is or was subject to tax regardless of
whether tax is or was withheld. This
routine use complies with Treasury
Fiscal Requirements Manual, Sec. 5060.

(8) Disclosures to the Office of Per-
sonnel Management. A record may be
disclosed to the Office of Personnel
Management (OPM) concerning infor-
mation on pay and leave, benefits, re-
tirement deduction, and any other in-
formation necessary for the OPM to
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carry out its legally authorized govern-
ment-wide personnel management
functions and studies.

(9) Disclosure to National Archives and
Records Administration. A record may be
disclosed to the National Archives and
Records Administration in records
management inspections conducted
under authority of title 44 U.S.C., sec-
tions 2904 and 2906.

(10) Disclosure to the Department of
Justice for Litigation. A record may be
disclosed as a routine use to any com-
ponent of the Department of Justice,
when—

(i) The agency, or any component
there of, or

(ii) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her individual capacity where
the Department of Justice has agreed
to represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the use of such records by the Depart-
ment of Justice is deemed by the agen-
cy to be relevant and necessary to the
litigation, provided, however, that in
each case, the agency determines that
disclosure of the records to the Depart-
ment of Justice is a use of the informa-
tion contained in the records that is
compatible with the purpose for which
it is collected.

(11) Disclosure for Agency use in Litiga-
tion. A record may be disclosed in a
proceeding before a court or adjudica-
tive body before which the agency is
authorized to appear, when—

(i) The agency, or any component
there of, or

(ii) Any employee of the agency in
his or her official capacity, or

(iii) Any employee of the agency in
his or her official capacity where the
Department of Justice has agreed to
represent the employee, or

(iv) The United States, where the
agency determines that litigation is
likely to affect the agency or any of its
components, is a party to litigation or
has an interest in such litigation, and
the agency determines that their use of
such records is relevant and necessary
to the litigation, provided; however,

that in each case, the agency deter-
mines that disclosure of the records to
the court or adjudicative body is a use
of the information contained in the
records that is compatible with the
purpose for which it is collected.

(c) Disclosure to third parties. Personal
information which may be disclosed
under the Freedom of Information Act:

(1) On military personnel: Name,
rank, date of rank, gross salary,
present and past duty assignments, fu-
ture assignments that are officially es-
tablished, office or duty telephone
number, source of commission, pro-
motion sequence number, awards and
decorations, military and civilian edu-
cational level, duty status at any given
time.

(2) On civilian employees: Name,
present and past position titles, grades,
salaries, duty stations that include of-
fice or duty telephone numbers. How-
ever, disclosure of this information
will not be made where the information
requested is a list of present or past po-
sition titles, grades, salaries, and/or
duty stations and, as such, is:

(i) Selected to constitute a clearly
unwarranted invasion of personal pri-
vacy. For example, the nature of the
request calls for a response that would
reveal more about the employee than
the five enumerated items;

(ii) Would be protected from manda-
tory disclosure under an exemption of
the Freedom of Information Act.

(iii) In addition to the information in
§ 505.3(c)(2) above, the following infor-
mation may be made available to a
prospective employer of a current or
former Army employee: Tenure of em-
ployment, civil service status, length
of service in the Army and the Govern-
ment and, date and reason for separa-
tion shown on the Notification of Per-
sonnel Action, SF 50.

(d) Accounting of disclosure. (1) An ac-
counting of disclosure is required
whenever a record from an Army sys-
tem of records is disclosed to someone
other than the data subject, except
when that record:

(i) Is disclosed to officials within the
Department of Defense who have a
need for it in the performance of offi-
cial business;

(ii) Is required to be disclosed under
the Freedom of Information Act.
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(2) Since the characteristics of
records maintained within the Army
vary widely, no uniform method for
keeping the disclosure of accounting is
prescribed. For most paper records, the
accounting may be affixed to the
record being disclosed. It must be a
written record and consist of:

(i) Description of the record dis-
closed;

(ii) Name, position title, and address
of the person to whom disclosure was
made;

(iii) Date, method, and purpose of the
disclosure; and

(iv) Name and position title of the
person making the disclosure.

(3) Purpose of the accounting of dis-
closure is to enable an individual:

(i) To ascertain those persons/agen-
cies that have received information
about the individual, and

(ii) To provide a basis for informing
recipients of subsequent amendments
or statements of dispute concerning
the record.

(4) When an individual requests such
an accounting, the system manager or
designee shall respond within 10 work
days and inform the individual of the
items in § 505.3(d)(2) above.

(5) The only basis for not furnishing
the data subject an accounting of dis-
closures are if disclosure was made for
law enforcement purposes under 5
U.S.C. 552a(b)(7), or the disclosure was
from a system of records for which an
exemption from 5 U.S.C. 552a(c)(3) has
been claimed (see appendix C to this
part).

[50 FR 42164, Oct. 18, 1985, as amended at 58
FR 51013, Sept. 30, 1993]

§ 505.4 Record-keeping requirements
under the Privacy Act.

(a) Systems of records. (1) Notices of
all Army systems of records are re-
quired by the Act to be published in
the FEDERAL REGISTER. An example is
at appendix A to this part. When new
systems are established, or major
changes occur in existing systems,
which meet the criteria of OMB Guide-
lines summarized at § 505.4(f)(2), ad-
vance notice is required to be furnished
OMB and the Congress before the sys-
tem or proposed changes become oper-
ational.

(2) Uncirculated personal notes, pa-
pers and records which are retained at
the author’s discretion and over which
the Army exercises no control or do-
minion are not considered Army
records within the meaning of the Pri-
vacy Act. Individuals who maintain
such notes must restrict their use of
memory aids. Disclosure from personal
notes, either intentional or through
carelessness, remove the information
from the category of memory aids and
the notes then become subject to the
provisions of the Act.

(3) Only personal information as is
relevant and necessary to accomplish a
purpose or mission of the Army, re-
quired by Federal statue or Executive
Order of the President, will be main-
tained in Army systems of records.
Statutory authority, or regulatory au-
thority to establish and maintain a
system of records does not convey un-
limited authority to collect and main-
tain all information which may be use-
ful or convenient. The authority is lim-
ited to relevant and necessary informa-
tion.

(4) Except for statistical records,
most records could be used to deter-
mine an individual’s rights, benefits, or
privileges. To ensure accuracy, per-
sonal information to be included in a
system of records will be collected di-
rectly from the individual if possible.
Collection of information from third
parties should be limited to verifying
information for security or employ-
ment suitability or obtaining perform-
ance data or opinion-type evaluations.

(b) Privacy Act Statement. Whenever
personal information is requested from
an individual that will become part of
system of records retreived by ref-
erence to the individual’s names or
other personal identifier, the indi-
vidual will be furnished a Privacy Act
Statement. This is to ensure that indi-
viduals know why the information is
collected so they can make an in-
formed decision on whether or not to
furnish it. As a minimum, the Privacy
Act Statement will include the fol-
lowing information in language that is
explicit and easily understood and not
so lengthy as to deter an individual
from reading it:

(1) Cite the specific statute or Execu-
tive Order, including a brief title or
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subject, that authorizes the Army to
collect the personal information re-
quested. Inform the individual whether
or not a response is mandatory or vol-
untary, and any possible consequences
of failing to respond.

(2) Cite the principal purpose(s) for
which the information will be used; and

(3) Cite the probable routine uses for
which the information may be used.

This may be a summary of information
published in the applicable system no-
tice. The above information normally
should be printed on the form used to
record the information. In certain in-
stances, it may be printed in a public
notice in a conspicuous location such
as check-cashing facilities; however, if
the individual requests a copy of its
contents, it must be provided.

(c) Social Security Number (SSN). Exec-
utive Order 9397 authorizes the Depart-
ment of the Army to use the SSN as a
system of identifying Army members
and employees. Once a military mem-
ber or civilian employee of the Depart-
ment of the Army has disclosed his/her
SSN for purposes of establishing per-
sonnel, financial, or medical records
upon entry into Army service or em-
ployment, the SSN becomes his/her
identification number. No other use of
this number is authorized. Therefore,
whether the SSN alone is requested
from the individual, or the SSN to-
gether with other personal informa-
tion, the Privacy Act Statement must
make clear that disclosure of the num-
ber is voluntary. If the individual re-
fuses to disclose his/her SSN, the Army
activity must be prepared to identify
the individual by alternate means.

(d) Safeguarding personal information.
(1) The Privacy Act requires establish-
ment of appropriate administrative,
technical, and physical safeguards to
ensure the security and confidentialty
of records and to protect against any
threats or hazards to the subjects secu-
rity or integrity which could result in
substantial harm, embarrassment, in-
convenience, or unfairness.

(2) At each location, and for each sys-
tem of records, an official will be des-
ignated to safeguard the information in
that system. Consideration must be
given to sensitivity of the data, need
for accuracy and reliability in oper-

ations, general security of the area,
cost of safeguards, etc. See AR 380–380.

(3) Ordinarily, personal information
must be afforded at least the protec-
tion required for information des-
ignated ‘‘For Official Use Only’’ (see
Chapter IV, AR 340–17). Privacy Act
data will be afforded reasonable safe-
guards to prevent inadvertent or unau-
thorized disclosure of record content
during processing, storage, trans-
mission, and disposal.

(4) No comparisons of Army records
systems with systems of other Federal
or commerical agencies (known as
‘‘matching’’ or ‘‘computer matching’’
programs) will be accomplished with-
out prior approval of the Assistant
Chief of Staff for Information
Managment (DAIM–RMS–S), Alex, VA
22331–0301.

(e) First Amendment rights. No
record describing how an individual ex-
ercises rights guaranteed by the First
Amendment will be kept unless ex-
pressly authorized by Federal statue,
by the individual about whom the
record pertains, or unless pertinent to
and within the scope of an authorized
law enforcement activity. Exercise of
these rights includes, but is not limited
to, religious and political beliefs, free-
dom of speech and the press, and the
right of assembly and to petition.

(f) System notice. (1) The Army pub-
lishes in the FEDERAL REGISTER a no-
tice describing each system of records
for which it is responsible. A notice
contains:

(i) Name and location(s) of the
records;

(ii) Categories of individuals on
whom records are maintained;

(iii) Categories of records in the
sytem;

(iv) Authority (statutory or Execu-
tive Order) authorizing the system;

(v) Purpose(s) of the system;
(vi) Routine uses of the records, in-

cluding the categories of users and the
purposes of such uses;

(vii) Policies and practices for stor-
ing, retrieving, accessing, retaining,
and disposing of the records;

(viii) Position title and business ad-
dress of the responsible official;

(ix) Procedures an individual must
follow to learn if a system of records
contains a record about the individual;
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(x) Procedures an individual must
follow to gain access to a record about
that individual in a system of records,
to contest contents, and to appeal ini-
tial determinations;

(xi) Categories of sources of records
in the system;

(xii) Exemptions from the Privacy
Act claimed for the system. (See exam-
ple notice at appendix A to this part.)

(2) New, or altered, systems which
meet the requirements below, require a
report to the Congress and the Office of
Management and Budget. A new sys-
tem is one for which no system notice
is published in the FEDERAL REGISTER.
An altered system is one that:

(i) Increases or changes the number
or types of individuals on whom
records are kept so that it significantly
alters the character and purpose of the
system of records.

(ii) Expands the types of categories of
information maintained.

(iii) Alters the manner in which
records are organized, indexed, or re-
trieved so as to change the nature or
scope of those records.

(iv) Alters the purposes for which the
information is used, or adds a routine
use that is not compatible with the
purpose for which the system is main-
tained.

(v) Changes the equipment configura-
tion on which the system is operated so
as to create potential for either greater
or easier access.

(3) Report of a new or altered system
must be sent to HQDA (DAIM-RMS-S)
at least 120 days before the system or
changes become operational, and in-
clude a narrative statement and sup-
porting documentation.

(i) The narrative statement must
contain the following items:

(A) System identification and name:
(B) Responsible official;
(C) Purpose(s) of the system, or na-

ture of changes proposed (if an altered
system);

(D) Authority for the system;
(E) Number (or estimate) of individ-

uals on whom records will be kept;
(F) Information of First Amendment

activities;
(G) Measure to assure information

accuracy;

(H) Other measures to assure system
security; (Automated systems require
risk assessment under AR 380–380.)

(I) Relations to State/local govern-
ment activities. (See example at appen-
dix B to this part.)

(4) Supporting documentation con-
sists of system notice for the proposed
new or altered system, and proposed
exemption rule, if applicable.

(g) Reporting requirements. (1) The an-
nual report required by the Act, as
amended by Pub. L. 97–375, 96 Stat.
1821, focuses on two primary areas:

(i) Information describing the exer-
cise of individuals’ rights of access to
and amendment of records.

(ii) Changes in, or additions to, sys-
tems of records.

(2) Specific reporting requirements
will be disseminated each year by The
Assistant Chief of Staff for Information
Management (DAIM-RMS–S) in a letter
to reporting elements.

(h) Rules of conduct. System man-
agers will ensure that all personnel, in-
cluding government contractors or
their employees, who are involved in
the design, development, operation,
maintenance, or control of any system
of records, are informed of all require-
ments to protect the privacy of individ-
uals who are subjects of the records.

(i) Judicial sanctions. The Privacy Act
has both civil remedies and criminal
penalties for violations of its provi-
sions:

(1) Civil remedies: An individual may
file a civil suit against the Army if
Army personnel fail to comply with the
Privacy Act.

(2) Criminal penalties: A member or
employee of the Army may be guilty of
a misdemeanor and fined not more
than $5,000 for willfully:

(i) Maintaining a system of records
without first meeting the public notice
requirements of publishing in the FED-
ERAL REGISTER;

(ii) Disclosing individually identifi-
able personal information to one not
entitled to have it;

(iii) Asking for or getting another’s
record under false pretense.

§ 505.5 Exemptions.
(a) Exempting systems of records. The

Secretary of the Army may exempt
Army systems of records from certain
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requirements of the Privacy Act. There
are two kinds of exemptions: General
and specific. The general exemption re-
lieves systems of records from most re-
quirements of the Act; the specific ex-
emptions from only a few. See appen-
dix C to this part.

(b) General exemptions. Only Army ac-
tivities actually engaged in the en-
forcement of criminal laws as their pri-
mary function may claim the general
exemption. To qualify for this exemp-
tion, a system must consist of:

(1) Information compiled to identify
individual criminals and alleged crimi-
nals, which consists only of identifying
data and arrest records; type and dis-
position of charges; sentencing, con-
finement, and release records; and pa-
role and probation status;

(2) Information compiled for the pur-
pose of criminal investigation includ-
ing efforts to prevent, reduce, or con-
trol crime and reports of informants
and investigators associated with an
identifiable individual; or

(3) Reports identifiable to an indi-
vidual, compile at any stage of the
process of enforcement of the criminal
laws, from arrest or indictment
through release from supervision.

(c) Specific exemptions. The Secretary
of the Army has exempted all properly
classified information and a few sys-
tems of records that have the following
kinds of information, from certain
parts of the Privacy Act. The Privacy
Act exemption cite appears in paren-
theses after each category.

(1) Classified information in every
Army system of records. This exemp-
tion is not limited to the systems list-
ed in Sec. 505.5(d). Before denying as in-
dividual access to classified informa-
tion, the Access and Amendment Re-
fusal Authority must make sure that it
was properly classified under the
standards of Executive Orders 11652,
12065, or 12958 and that it must remain
so in the interest of national defense of
foreign policy. (5 U.S.C. 552a(k)(1)).

(2) Investigatory data for law en-
forcement purposes (other than that
claimed under the general exemption).
However, if this information has been
used to deny someone a right, privilege
or benefit to which the individual is en-
titled by Federal law, it must be re-
leased, unless doing so would reveal the

identity of a confidential source. (5
U.S.C. 552a(k)(2)).

(3) Records maintained in connection
with providing protective services to
the President of the United States or
other individuals protected pursuant to
Title 18 U.S.C., section 3056. (5 U.S.C.
552a(k)(3)).

(4) Statistical data required by stat-
ute and used only for statistical pur-
poses and not to make decisions on the
rights, benefits, or entitlements of in-
dividuals, except for census records
which may be disclosed under Title 13
U.S.C., section 8. (5 U.S.C. 552a(k)(4)).

(5) Data compiled to determine suit-
ability, eligibility, or qualifications for
Federal service, Federal contracts, or
access to classified information. This
information may be withheld only to
the extent that disclosure would reveal
the identify of a confidential source. (5
U.S.C. 552a(k)(5)).

(6) Testing material used to deter-
mine if a person is qualified for ap-
pointment or promotion in the Federal
service. This information may be with-
held only if disclosure would com-
promise the objectivity or fairness of
the examination process. (5 U.S.C.
552a(k)(6)).

(7) Information to determine pro-
motion potential in the Armed Forces.
Information may be withheld, but only
to the extent that disclosure would re-
veal the identity of a confidential
source. (5 U.S.C. 552a(k)(7)).

(d) Procedures. When a system man-
ager seeks an exemption for a system
of records, the following information
will be furnished to the Director of In-
formation Systems for Command, Con-
trol, Communications and Computers,
Washington, DC 20310–0107; applicable
system notice, exemptions sought, and
justification. After appropriate staffing
and approval by the Secretary of the
Army, a proposed rule will be published
in the FEDERAL REGISTER, followed, by
a final rule 60 days later. No exemption
may be invoked until these steps have
been completed.

(e) Exempt Army records. The fol-
lowing records may be exempt from
certain parts of the Privacy Act:

(1) A0020–1aSAIG.
(i) System name: Inspector General In-

vestigative Files.
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(ii) Exemption: All portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(2) or (k)(5)
may be exempt from the provisions of 5
U.S.C. 552a(c)(3), (d), (e)(4)(G), (e)(4)(H),
and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2) and
(k)(5).

(iv) Reasons: Selected portions and/or
records in this system are compiled for
the purposes of enforcing civil, crimi-
nal, or military law, including execu-
tive orders or regulations validly
adopted pursuant to law. Granting in-
dividuals access to information col-
lected and maintained in these files
could interfere with enforcement pro-
ceedings; deprive a person of a right to
fair trial or an impartial adjudication
or be prejudicial to the conduct of ad-
ministrative action affecting rights,
benefits, or privileges of individuals,
constitute an unwarranted invasion of
personal privacy; disclose the identity
of a confidential source; disclose non-
routine investigative techniques and
procedures, or endanger the life or
physical safety of law enforcement per-
sonnel; violate statutes which author-
ize or require certain information to be
withheld from the public such as:
Trade or financial information, tech-
nical data, National Security Agency
information, or information relating to
inventions. Exemption from access
necessarily includes exemption from
the other requirements.

(2) A0020–1bSAIG.
(i) System name: Inspector General

Action Request/Assistance Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(2) or (k)(5)
may be exempt from the provisions of 5
U.S.C. 552a(c)(3), (d), (e)(4)(G), (e)(4)(H),
and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2) and
(k)(5).

(iv) Reasons: Selected portions and/or
records in this system are compiled for
the purposes of enforcing civil, crimi-
nal, or military law, including Execu-
tive Orders or regulations validly
adopted pursuant to law. Granting in-
dividuals access to information col-
lected and maintained in these files
could interfere with enforcement pro-
ceedings; deprive a person of a right to
fair trail or an impartial ajudication or

be prejudicial to the conduct of admin-
istrative action affecting rights, bene-
fits, or privileges of individuals; con-
stitute an unwarranted invasion of per-
sonnel privacy; disclose the identity of
a confidential source; disclose nonrou-
tine investigative techniques and pro-
cedures, or endanger the life or phys-
ical safety of law enforcement per-
sonnel; violate statutes which author-
ize or require certain information, to
be withheld from the public such as:
Trade or financial information, tech-
nical data, National Security Agency
information, or information relating to
inventions. Exemption from access
necessarily includes exemption from
the other requirements.

(3)A0025–55SAIS.
(i) System name: Request for Informa-

tion Files.
(ii) Exemption: (A) All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(5), (e)(8), (f) and
(g).

(B) All portions of the system main-
tained by offices of Initial Denying Au-
thorities which do not have a law en-
forcement mission and which fall with-
in the scope of 5 U.S.C. 552a(k)(1)
through (k)(7) may be exempt from the
provisions of 5 U.S.C. 552a(c)(3), (d),
(e)(1), (e)(4)(G), (e)(4)(H), and (f).

(iii) Authority: 5 U.S.C. 552a(j)(2), and
(k)(1) through (k)(7).

(iv) Reasons: This system of records is
maintained solely for the purpose of
administering the Freedom of Informa-
tion Act and processing routine re-
quests for information. To insure an
accurate and complete file on each
case, it is sometimes necessary to in-
clude copies of records which have been
the subject of a Freedom of Informa-
tion Act request. This situation applies
principally to cases in which an indi-
vidual has been denied access and/or
amendment of personal records under
an exemption authorized by 5 U.S.C.
552. The same justification for the
original denial would apply to denial of
access to copies maintained in the
Freedom of Information Act file. It
should be emphasized that the major-
ity of records in this system are avail-
able on request to the individual and
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that all records are used solely to proc-
ess requests. This file is not used to
make any other determinations on the
rights, benefits or privileges of individ-
uals.

(4)A0027–1DAJA.
(i) System name: General Legal Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2),
(k)(5), (k)(6), and (k)(7) may be exempt
from the provisions of 5 U.S.C.
552a(c)(3), (d), (e)(1), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2), (k)(5), (k)(6), and (k)(7).

(iv) Reasons: Various records from
other exempted systems of records are
sometimes submitted for legal review
or other action. A copy of such records
may be permanently incorporated into
the General Legal Files system of
records as evidence of the facts upon
which a legal opinion or review was
based. Exemption of the General Legal
Files system of records is necessary in
order to ensure that such records con-
tinue to receive the same protection
afforded them by exemptions granted
to the systems of records in which they
were originally filed.

(5) A0027–10aDAJA.
(i) System name: Prosecutorial Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges; and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources and
methods used by this component, and

could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(6) A0027–10bDAJA.
(i) System name: Courts-Martial Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(d)(2), (d)(4), (e)(2), (e)(3), (e)(4)(H),
and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: Courts-martial files are

exempt because a large body of exist-
ing criminal law governs trials by
courts-martial to the exclusion of the
Privacy Act. The Congress recognized
the judicial nature of courts-martial
proceedings and exempt them from the
Administrative Procedures Act by spe-
cifically excluding them from the defi-
nition of the term ‘agency’ (Title 5
U.S.C. 551(1)(f)). Substantive and proce-
dural law applicable in trials by court-
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martial is set forth in the Constitu-
tion, the Uniform Code of Military Jus-
tice (UCMJ) Manual for Courts-Mar-
tial, United States, 1969 (Revised edi-
tion), and the decisions of the U.S.
Court of Military Appeals and Courts
of Military Review. The right of the ac-
cused not to be compelled to be a wit-
ness against himself and the need to
obtain accurate and reliable informa-
tion with regard to criminal mis-
conduct necessitate the collection of
information from sources other than
the individual accused. Advising the
accused or any other witness of the au-
thority for collection of the informa-
tion, the purpose for which it is to be
used, whether disclosure is voluntary
or mandatory, and the effects on the
individual of not providing the infor-
mation would unnecesarily disrupt and
confuse court-martial preceedings. It is
the responsibility of the investigating
officer or military judge to determine
what information will be considered as
evidence. In making the determina-
tion, the individual’s rights are
weighed against the accused’s right to
fair trial. The determination is final
for the moment and the witness’ fail-
ure to comply with the decision would
delay the proceeding and may result in
prosecution of the witness for wrongful
refusal to testify. In a trial by court-
martial, the accused has a unique op-
portunity to assure that the record is
accurate, relevant, timely, and com-
plete as it is made. He has the right to
be present and the trial, to be rep-
resented by counsel at general and spe-
cial courts-martial, and to consult
with counsel in summary courts-mar-
tial, to review and challenge all infor-
mation before it is introduced into evi-
dence, to cross-examine all witnesses
against him, to present evidence in his
behalf and in general and special
courts-martial, to review and comment
upon the record for trial before it is au-
thenticated. Procedures for correction
of the record and controlled by para-
graphs 82, 86, and 95, Manual for
Courts-Martial, 1969 (Revised edition).
After completion of appellate review,
the record may not be amended. Arti-
cle 76 of the Uniform Code of Military
Justice (10 U.S.C. 876) provides that the
proceedings, findings and sentences of
courts-martial as approved, reviewed

or affirmed are final and conclusive
and binding upon all departments,
courts, agencies, and of the United
States subject only to action upon a
petition for new trial (Article 73,
UCMJ), action by the Secretary con-
cerned (Article 74, UCMJ), and the au-
thority of the President.

(7) A0190–5DAMO.
(i) System name: Vehicle Registration

System (VRS).
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsections

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges; and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
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the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(8) A0190–9DAMO.
(i) System name: Absentee Case Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges; and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-

ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(9) A0190–14DAMO.
(i) System name: Registration and

Permit Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3).

(iii) Authority: 5 U.S.C. 552a(k)(2).
(iv) Reasons: From subsection (c)(3)

because the release of accounting of
disclosures would place the subject of
an investigation on notice that he or
she is under investigation and provide
him or her with significant informa-
tion concerning the nature of the in-
vestigation thus resulting in a serious
impediment to criminal law enforce-
ment investigations, activities or the
compromise of properly classified ma-
terial.

(10) A0190–30DAMO.
(i) System name: Military Police In-

vestigator Certification Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(2), (k)(5), and
(k)(7) may be exempt from the provi-
sions of 5 U.S.C. 552a(d), (e)(4)(G),
(e)(4)(H), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2),
(k)(5) and (k)(7).
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(iv) Reasons: From subsections (d),
(e)(4)(G), (e)(4)(H), and (f) because dis-
closure of portions of the information
in this system of records would seri-
ously impair selection and manage-
ment of these uniquely functioning in-
dividuals; hamper the inclusion of com-
ments, reports and evaluations con-
cerning the performance, qualifica-
tions, character, actions, and propen-
sities of the agency; and prematurely
compromise investigations which ei-
ther concern the conduct of the agent
himself or herself, or investigations
wherein he or she is integrally or only
peripherally involved. Additionally,
the exemption from access necessarily
includes exemptions from the amend-
ment and the agency procedures that
would otherwise be required to process
these types of requests.

(11) A0190–40DAMO.
(i) System name: Serious Incident Re-

porting Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges, and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources, and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from the other requirements.

(B) From subsection (c)(3) because of
the release of accounting of disclosure
would place the subject of an investiga-

tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, they require that infor-
mation be collected to the greatest ex-
tent practicable from the subject indi-
vidual would alert the subject as to the
nature or existence of the investigation
and thereby present a serious impedi-
ment to effective law enforcement.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and be re-
vealing investigative techniques, pro-
cedures or evidence.

(12) A0190–45DAMO
(i) System name: Offense Reporting

System (ORS).
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges, and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
investigative techniques, sources, and
methods used by this component, and
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could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from the other requirements.

(B) From subsection (c)(3) because of
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, they require that infor-
mation be collected to the greatest ex-
tent practicable from the subject indi-
vidual would alert the subject as to the
nature or existence of the investigation
and thereby present a serious impedi-
ment to effective law enforcement.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and be re-
vealing investigative techniques, pro-
cedures or evidence.

(13) System identifier: A0190-47 DAMO.
(i) System name: Correctional Report-

ing System (CRS).
(ii) Exemption. Parts of this system

may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. All por-
tions of this system of records which
fall within the scope of 5 U.S.C.
552a(j)(2) may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3), (c)(4), (d),
(e)(3), (e)(4)(G), (e)(4)(H), (e)(4)(I), (e)(5),
(e)(8), (f), and (g).

Consistent with the legislative pur-
pose of the Privacy Act of 1974, the De-
partment of the Army will grant access
to nonexempt material in the records
being maintained. Disclosure will be
governed by the Department of the

Army’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered,
the privacy of third parties will not be
violated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis
necessary for effective law enforce-
ment.

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(3) because the release of the disclo-
sure accounting, or disclosures pursu-
ant to the routine uses published for
this system, would permit the subject
of a criminal investigation or matter
under investigation to obtain valuable
information concerning the nature of
that investigation which will present a
serious impediment to law enforce-
ment.

(B) From subsection (c)(4) because an
exemption is being claimed for sub-
section (d), this subsection will not be
applicable.

(C) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of a
criminal investigation of the existence
of that investigation, provide the sub-
ject of the investigation with informa-
tion that might enable him to avoid de-
tection or apprehension, and would
present a serious impediment to law
enforcement.

(D) From subsection (e)(3) would con-
stitute a serious impediment to law en-
forcement in that it could compromise
the existence of a confidential inves-
tigation, reveal the identity of con-
fidential sources of information and
endanger the life and physical safety of
confidential informants.

(E) From subsections (e)(4)(G) and
(H) because this system of records is
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exempt from individual access pursu-
ant to subsections (j)(2) of the Privacy
Act of 1974.

(F) From subsection (e)(4)(I) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

(G) From subsection (e)(5) because in
the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e) (5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment reporting on investigations and
impede the development of intelligence
necessary for effective law enforce-
ment.

(H) From subsection (e)(8) because
the individual notice requirements of
subsection (e)(8) could present a serious
impediment to law enforcement as this
could interfere with the ability to issue
search authorizations and could reveal
investigative techniques and proce-
dures.

(I) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(J) From subsection (g) because this
system of records compiled for
lawenforcement purposes and has been
exempted from the access provisions of
subsections (d) and (f).

(14) A0195–2aUSACIDC.
(i) System name: Source Register.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3),
(e)(4)(G), (e)(5), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(3) because release of accounting of
disclosures would provide the inform-

ant with significant information con-
cerning the nature of a particular in-
vestigation, the internal methods and
techniques involved in criminal inves-
tigation, and the investigative agencies
(state, local or foreign) involved in a
particular case resulting in a serious
compromise of the criminal law en-
forcement processes.

(B) From subsection (c)(4), (d),
(e)(4)(G), (e)(4)(H), (f), and (g) because
disclosure of portions of the informa-
tion in this system of records would se-
riously impair the prudent and effi-
cient handling of these uniquely func-
tioning individuals; hamper the inclu-
sion of comments and evaluations con-
cerning the performance qualification,
character, identity, and propensities of
the informant; and prematurely com-
promise criminal investigations which
either concern the conduct of the in-
formant himself or investigations
wherein he/she is intergrally or only
peripherally involved. Additionally,
the exemption from access necessarily
includes exemption from amendment,
certain agency requirements relating
to access and amendment of records
and civil liability predicated upon
agency compliance with specific provi-
sions of the Privacy Act.

(C) From subsection (d), (e)(4)(G),
(e)(4)(H), and (f) are also necessary to
protect the security of information
properly classified in the interest of
national defense and foreign policy.

(D) From subsection (e)(1) because
the nature of the criminal investiga-
tive function creates unique problems
in prescribing what information con-
cerning informants is relevant or nec-
essary. Due to close liaison and exist-
ing relationships with other Federal,
state, local and foreign law enforce-
ment agencies, information about in-
formants may be received which may
relate to a case then under the inves-
tigative jurisdiction of another Gov-
ernment agency but it is necessary to
maintain this information in order to
provide leads for appropriate law en-
forcement purposes and to establish
patterns of activity which may relate
to the jurisdiction of both the
USACIDC and other agencies. Addi-
tionally, the failure to maintain all
known information about informants
could affect the effective utilization of
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the individual and substantially in-
crease the operational hazards incum-
bent in the employment of an inform-
ant in very compromising and sensitive
situations.

(E) From subsection (e)(2) because
collecting information from the infor-
mation would potentially thwart both
the crminal investigtive process and
the required management control over
these individuals by appraising the in-
formant of investigations or manage-
ment actions concerning his involve-
ment in criminal activity or with
USACIDC personnel.

(F) From subsection (e)(3) because
supplying an informant with a form
containing the information specified
could result in the compromise of an
investigation, tend to inhibit the co-
operation of the informant, and render
ineffectual investigative techniques
and methods utilized by USACIDC in
the performance of its criminal law en-
forcement duties.

(G) From subsection (e)(5) because
this requirement would unduly hamper
the criminal investigative process due
to type of records maintained an neces-
sity for rapid information retrieval and
dissemination. Also, in the collection
of information about informants, it is
impossible to determine what informa-
tion is then accurate, relevant, timely
and complete. With the passage of
time, seemingly irrevelant or untimely
information may acquire new signifi-
cance as further investigation or con-
tact brings new details to light. In the
criminal investigative process, accu-
racy and relevance of information con-
cerning informants can only be deter-
mined in a court of law. The restric-
tions imposed by subsection (e)(5)
would restrict the ability of trained in-
vestigators to exercise their judgment
in reporting information relating to in-
formant’s actions and would impede
the development of criminal intel-
ligence necessary for effective law en-
forcement.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by
revealing investigative techniques,
procedures, and the existence of con-
fidential investigations.

(15)A0195–2bUSACIDC.

(i) System name: Criminal Investiga-
tion and Crime Laboratory Files.

(ii) Exemption: All portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(5), (e)(8), (f), and
(g).

(iii) Authority: 5 U.S.C. 552(j)(2).
(iv) Reasons: (A) From subsection

(c)(3) because the release of accounting
of disclosures would place the subject
of an investigation on notice that he is
under investigation and provide him
with significant information con-
cerning coordinated investigative ef-
fort and techniques and the nature of
the investigation, resulting in a serious
impediment to criminal law enforce-
ment activities or the compromise of
properly classified material.

(B) From subsections (c)(4), (d),
(e)(4)(G), (e)(4)(H), (f), and (g) because
access might compromise on-going in-
vestigations, reveal classified informa-
tion, investigatory techniques or the
identity of confidential informants, or
invade the privacy of persons who pro-
vide information in connection with a
particular investigation. The exemp-
tion from access necessarily includes
exemption from amendment, certain
agency requirements relating to access
and amendment of records, and civil li-
ability predicated upon agency compli-
ance with those specific provisions of
the Privacy Act. The exemption from
access necessarily includes exemption
from other requirements.

(C)From subsection (e)(1) because the
nature of the investigative function
creates unique problems in prescribed
specific perimeters in a particular case
as to what information is relevant or
necessary. Also, due to close liaisons
and working relationships with other
Federal, state, local, and foreign law
enforcement agencies, information
may be received which may relate to a
case then under the investigative juris-
diction of another Government agency
but it is necessary to maintain this in-
formation in order to provide leads for
appropriate law enforcement purposes
and to establish patterns of activity
which may relate to the jurisdiction of
both the USACIDC and other agencies.
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(D) From subsection (e)(2) because
collecting information from the sub-
ject of criminal investigations would
thwart the investigative process by
placing the subject of the investigation
on notice thereof.

(E) From subsection (e)(3) because
supplying an individual with a form
containing the information specified
could result in the compromise of an
investigation, tend to inhibit the co-
operation of the individual queried, and
render ineffectual investigation tech-
niques and methods utilized by
USACIDC in the performance of their
criminal law enforcement duties.

(F) From subsection (e)(5) because
this requirment would unduly hamper
the criminal investigative process due
to the great volume of records main-
tained and the necessity for rapid in-
formation retrieval and dissemination.
Also, in the collection of information
for law enforcement purposes, it is im-
possible to determine what information
is then accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light. In the criminal inves-
tigation process, accuracy and rel-
evance of information can only be de-
termine in a court of law. The restric-
tions imposed by subsection (e)(5)
would restrict the ability of trained in-
vestigators to exercise their judgment
in reporting on investigations and im-
pede the development of criminal intel-
ligence necessary for effective law en-
forcement.

(G) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by
revealing investigative techniques,
procedures, and the existence of con-
fidential investigations.

(16) A0195–6USACIDC.
(i) System name: Criminal Investiga-

tion Accreditation and Polygraph Ex-
aminer Evaluation Files.

(ii) Exemption: All portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(2), (k)(5), or
(k)(7) may be exempt from the provi-
sions of 5 U.S.C. 552a(d), (e)(1), (e)(4)(G),
(e)(4)(H), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(2),
(k)(5), and (k)(7).

(iv) Reasons: (A) From subsections
(d), (e)(4)(G), (e)(4)(H), and (f) because
disclosure of portions of the informa-
tion in this system of records would se-
riously impair the selection and man-
agement of these uniquely functioning
individuals; hamper the inclusion of
comments, reports and evaluations
concerning the performance, qualifica-
tions, character, action and propen-
sities of the agent; and prematurely
compromise investigations with either
concern the conduct of the agent him-
self or investigations wherein he or she
is integrally or only peripherally in-
volved. Additionally, the exemption
from access necessarily includes ex-
emptions from the amendment and the
agency procedures which would other-
wise be required to process these types
of requests.

(B) From subsection (e)(1) because
the failure to maintain all known in-
formation about agents could affect
the effective utilization of the indi-
vidual and substantially increase the
operational hazards incumbent in the
employment of agents in very compro-
mising and sensitive situations.

(17) A0210–7DAMO.
(i) System name: Expelled or Barred

Person Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsection

(c)(4), (d), (e)(4)(G), (e)(4)(H), (f) and (g)
because granting individuals access to
information collected and maintained
by this component relating to the en-
forcement of laws could interfere with
proper investigations and the orderly
administration of justice. Disclosure of
this information could result in the
concealment, alteration or destruction
of evidence, the identification of of-
fenders or alleged offenders, nature and
disposition of charges, and jeopardize
the safety and well-being of inform-
ants, witnesses and their families, and
law enforcement personnel and their
families. Disclosure of this information
could also reveal and render ineffectual
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investigative techniques, sources, and
methods used by this component, and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from the other requirements.

(B) From subsection (c)(3) because of
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because in
a criminal or other law enforcement
investigation, they require that infor-
mation be collected to the greatest ex-
tent practicable from the subject indi-
vidual would alert the subject as to the
nature or existence of the investigation
and thereby present a serious impedi-
ment to effective law enforcement.

(D) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and be re-
vealing investigative techniques, pro-
cedures or evidence.

(18) System identifier: A0025 JDIM
(i) System name: HQDA Correspond-

ence and Control/Central Files System.
(ii) Exemptions: Documents within

this system of records are generated by
other elements of the Department of
the Army or are received from other
agencies and individuals. Because of
the broad scope of the contents of this
system of records, and since the intro-
duction of documents is largely
unregulatable, specific portions or doc-
uments that may require an exemption
can not be predetermined. Therefore,
and to the extent that such material is
received and maintained, selected indi-
vidual documents may be exempt.

(A) Information specifically author-
ized to be classified under E.O. 12958, as

implemented by DoD 5200.1–R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1).

(B) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(C) Records maintained in connection
with providing protective services to
the President and other individuals
under 18 U.S.C. 3506, may be exempt
pursuant to 5 U.S.C. 552a(k)(3).

(D) Records maintained solely for
statistical research or program evalua-
tion purposes and which are not used to
make decisions on the rights, benefits,
or entitlement of an individual except
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4).

(E) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(F) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(G) Evaluation material used to de-
termine potential for promotion in the
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to
the extent that the disclosure of such
material would reveal the identity of a
confidential source.

(H) Portions of this system of records
may be exempt pursuant to 5 U.S.C.
552a (k)(1) through (k)(7) from sub-
sections (c)(3), (d), (e)(1), (e)(4)(G) and
(H), and (f).
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(iii) Authority: 5 U.S.C. 552a(k)(1)
through (k)(7).

(iv) Reasons: (A) From subsection
(c)(3) because the release of the disclo-
sure accounting could alert the subject
of an investigation of an actual or po-
tential criminal, civil, or regulatory
violation to the existence of the inves-
tigation and the fact that they are sub-
jects of the investigation. It could per-
mit the subject of an investigation or
matter under investigation to obtain
valuable information concerning the
nature of that investigation which will
present a serious impediment to law
enforcement.

(B) From subsection (d) because ac-
cess to the records contained in this
system would inform the subject of an
investigation of the existence of that
investigation, provide the subject of
the investigation with information
that might enable him to avoid detec-
tion of apprehension, and would
present a serious impediment to law
enforcement.

(C) From subsection (e)(1) because in
the course of criminal investigations
information is often obtained con-
cerning the violation of laws or civil
obligations of others not relating to ac-
tive case or matter. In the interest of
effective law enforcement, it is nec-
essary that this information be re-
tained since it can aid in establishing
patterns of activity and provide valu-
able leads for other agencies and future
cases that may be brought.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
exempt from individual access pursu-
ant to subsections (k)(2) of the Privacy
Act of 1974.

(E) From subsection (f) because this
system of records has been exempted
from the access provisions of sub-
section (d).

(19) A0340–21SAIS.
(i) System name: Privacy Case Files.
(ii) Exemption: (A) All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(1), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(5), (e)(8), (f), and
(g).

(B) All portions of this system main-
tained by the DA Privacy Review
Board and those Access and Amend-

ment Refusal Authorities which do not
have a law enforcement mission and
which fall within the scope of 5 U.S.C.
552a(k)(1) through (k)(7) may be exempt
from the provisions of 5 U.S.C.
552a(c)(3)(d), (e)(1), (e)(4)(G), (e)(4)(H),
and (f).

(iii) Authority: 5 U.S.C. 552a(j)(2) and
(k)(7).

(iv) Reasons: This system of records is
maintained solely for the purpose of
administering the Privacy Act of 1974.
To insure accurate and complete file
on each case, it is sometimes necessary
to include copies of records which have
been the subject of a Privacy Act re-
quest. This situation applies prin-
cipally to cases in which an individual
has been denied access and/or amend-
ment of personal records under an ex-
emption authorized by 5 U.S.C. 552a.
The same justification for the original
denial would apply to a denial of access
and/or amendment of copies main-
tained in the Privacy Act Case File. It
should be emphasized that the major-
ity of records in this system are avail-
able on request to the individual and
that all records are used solely to ad-
minister Privacy Act requests. This
file is not used to make any other de-
termination on the rights, benefits or
privileges of individuals.

(20) [Reserved]
(21) A0351–12DAPE.
(i) System name: Applicants/Students,

U.S. Military Academy Prep School.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(5) and (k)(7)
may be exempt from the following pro-
vision of 5 U.S.C. 552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(5) and
(k)(7).

(iv) Reasons: It is imperative that the
confidential nature of evaluation mate-
rial on individuals, furnished to the US
Military Academy Preparatory School
under an express promise of confiden-
tiality, be maintained to ensure the
candid presentation of information
necessary in determinations involving
admission to or retention at the United
States Military Academy and suit-
ability for commissioned military serv-
ice.

(22) A0351–17aUSMA.
(i) System name: U.S. Military Acad-

emy Candidate Files.
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(ii) Exemption: All portions of this
system of records which fall within the
scope of 5 U.S.C. 552a(k)(5), (k)(6), or
(k)(7) may be exempt from the provi-
sions of 5 U.S.C. 552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(5),
(k)(6) and (k)(7).

(iv) Reasons: (A) From subsection (d)
because access might reveal investiga-
tory and testing techniques. The ex-
emption from access necessarily in-
cludes exemption from amendment,
certain agency requirements relating
to access and amendment of records,
and civil liability predicated upon
agency compliance with those specific
provisions of the Privacy Act.

(B) Exemption is necessary to protect
the identity of individuals who fur-
nished information to the United
States Military Academy which is used
in determining suitability, eligibility,
or qualifications for military service
and which was provided under an ex-
press promise of confidentiality.

(C) Exemption is needed for the por-
tion of records compiled within the
Academy which pertain to testing or
examination material used to rate in-
dividual qualifications, the disclosure
of which would compromise the objec-
tivity or fairness of the testing or ex-
amination process.

(D) Exemption is required for evalua-
tion material used by the Academy in
determining potential for promotion in
the Armed Services, to protect the
identity of a source who furnished in-
formation to the Academy under an ex-
press promise of confidentiality.

(23) A0351–17bUSMA.
(i) System name: U.S. Military Acad-

emy Personnel Cadet Records.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(5) or (k)(7)
may be exempt from the provisions of 5
U.S.C. 552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(5) and
(k)(7).

(iv) Reasons: It is imperative that the
confidential nature of evaluation and
investigatory material on candidates,
cadets, and graduates, furnished to the
United States Military Academy under
promise of confidentiality be main-
tained to insure the candid presen-
tation of information necessary in de-
terminations involving admissions to

the Military Academy and suitability
for commissioned service and future
promotion.

(24) A0380–13DAMO.
(i) System name: Local Criminal Intel-

ligence Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(j)(2) may be ex-
empt from the provisions of 5 U.S.C.
552a(c)(3), (c)(4), (d), (e)(2), (e)(3),
(e)(4)(G), (e)(4)(H), (e)(8), (f), and (g).

(iii) Authority: 5 U.S.C. 552a(j)(2).
(iv) Reasons: (A) From subsections

(e)(4)(G), (e)(4)(H), (f), and (g) because
granting individuals access to informa-
tion collected and maintained by this
component relating to the enforcement
of laws could interfere with proper in-
vestigations and the orderly adminis-
tration of justice. Disclosure of this in-
formation could result in the conceal-
ment, alteration or destruction of evi-
dence, the identification of offenders or
alleged offenders, nature and disposi-
tion of charges; and jeopardize the safe-
ty and well-being of informants, wit-
nesses and their families, and law en-
forcement personnel and their families.
Disclosure of this information could
also reveal and render ineffectual in-
vestigative techniques, sources and
methods used by this component and
could result in the invasion of the pri-
vacy of individuals only incidentally
related to an investigation. Exemption
from access necessarily includes ex-
emption from the other requirements.

(B) From subsection (c)(3) because
the release of accounting of disclosure
would place the subject of an investiga-
tion on notice that he is under inves-
tigation and provide him with signifi-
cant information concerning the na-
ture of the investigation, thus result-
ing in a serious impediment to law en-
forcement investigations.

(C) From subsection (e)(2) because, in
a criminal or other law enforcement
investigation, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of the inves-
tigation and thereby present a serious
impediment to effective law enforce-
ment.

(D) From subsection (e)(3) because
compliance would constitute a serious
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impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(E) From subsection (e)(8) because
compliance with this provision would
provide an impediment to law enforce-
ment by interfering with the ability to
issue warrants or subpoenas and by re-
vealing investigative techniques, pro-
cedures or evidence.

(25) A0380–67DAMI.
(i) System name: Personnel Security

Clearance Information Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2), or
(k)(5) may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3), (d), (e)(1),
(e)(4)(G), (e)(4)(H), and (e)(4)(I).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2), or (k)(5).

(iv) Reasons: The material contained
in this record system contains data
concerning sensitive sources and oper-
ational methods whose dissemination
must be strictly controlled because of
national security intelligence consider-
ations. Disclosure of documents or the
disclosure accounting record may com-
promise the effectiveness of the oper-
ation, and negate specialized tech-
niques used to support intelligence or
criminal investigative programs, or
otherwise interfere with the orderly
conduct of intelligence operations or
criminal investigations.

(26) A0381–20bDAMI.
(i) System name: Counterintelligence/

Security Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2), and
(k)(5) may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(5), (e)(1), (e)(4)(G), (e)(4)(H),
and (e)(4)(I), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2), and (k)(5).

(iv) Reasons: (A) From subsection
(c)(3) because disclosing the agencies to
which information from this system
has been released could inform the sub-
ject of an investigation of an actual or
potential criminal violation, or intel-
ligence operation or investigation; or
the existence of that investigation or
operation; of the nature and scope of

the information and evidence obtained
as to his/her activities or of the iden-
tify of confidential sources, witnesses,
and intelligence personnel and could
provide information to enable the sub-
ject to avoid detection or apprehen-
sion. Granting access to such informa-
tion could seriously impede or com-
promise an investigation; endanger the
physical safety of confidential sources,
witnesses, intelligence personnel, and
their families; lead to the improper in-
fluencing of witnesses; the destruction
of evidence or the fabrication of testi-
mony and disclose investigative tech-
niques and procedures. In addition,
granting access to such information
could disclose classified and sensitive
sources, information, and operational
methods and could constitute an un-
warranted invasion of the personal pri-
vacy of others.

(B) From subsection (d)(1) through
(d)(5) because granting access to
records in this system of records could
inform the subject of a counterintel-
ligence operation or investigation of an
actual or potential criminal violation
or the existence of that operation or
investigation; of the nature and scope
of the information and evidence ob-
tained as to his/her activities; or of the
identity of confidential sources, wit-
nesses and intelligence personnel and
could provide information to enable
the subject to avoid detection or appre-
hension. Granting access to such infor-
mation could seriously impede or com-
promise an operation or investigation;
endanger the physical safety of con-
fidential sources, witnesses, intel-
ligence personnel and their families;
lead to the improper influencing of wit-
nesses; the destruction of evidence or
the fabrication of testimony and dis-
close investigative techniques and pro-
cedures. In addition, the agency is re-
quired to protect the confidentiality of
sources who furnished information to
the Government under an expressed
promise of confidentiality or, prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. This con-
fidentiality is needed to maintain the
Government’s continued access to in-
formation from persons who otherwise
might refuse to give it.
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(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of specific informa-
tion in the early stages of an investiga-
tion or operation. Relevance and neces-
sity are often questions of judgement
and timing, an it is only after the in-
formation is evaluated that the rel-
evance and necessity of such informa-
tion can be established. In addition,
during the course of the investigation
or operation, the investigator may ob-
tain information which is incidental to
the main purpose of the investigative
jurisdiction of another agency. Such
information cannot readily be seg-
regated. Furthermore, during the
course of the investigation or oper-
ation, the investigator may obtain in-
formation concerning violations of
laws other than those which are within
the scope of his/her jurisdiction. In the
interest of effective intelligence oper-
ations and law enforcement, military
intelligence agents should retain infor-
mation, since it an aid in establishing
patterns of criminal or intelligence ac-
tivity and provide valuable leads for
other law enforcement or intelligence
agencies.

(D) From subsection (e)(4)(G),
(e)(4)(H), and (f) because this system or
records is being exempt from sub-
sections (d) of the Act, concerning ac-
cess to records. These requirements are
inapplicable to the extent that this
system of records will be exempt from
subsections (d)(1) through (d)(5) of the
Act. Although the system would be ex-
empt from these requirements, the
Deputy Chief of Staff for Intelligence
has published information concerning
its notification, access, and contest
procedures because under certain cir-
cumstances, the Deputy Chief of Staff
for Intelligence could decide it is ap-
propriate for an individual to have ac-
cess to all or a portion os his/her
records in this system of records.

(E) From subsection (e)(4)(I) because
it is necessary to protect the confiden-
tiality of the sources of information, to
protect the privacy and physical safety
of confidential sources and witnesses
and to avoid the disclosure of inves-
tigative techniques and procedures. Al-
though the system will be exempt from
this requirement, the Deputy Chief of

Staff for Intelligence has published
such a notice in broad, generic terms.

(27) A0381–100aDAMI.
(i) System name: Intelligence/Counter-

intelligence Source Files.
(ii) Exemption: All portions of this

system of records that fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2), or
(k)(5) may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(5), (e)(1), (e)(4)(G), (e)(4)(H),
and (e)(4)(I), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2), and (k)(5).

(iv) Reasons: (A) From subsection
(c)(3)because disclosing the agencies to
which information from this system
has been released could reveal the sub-
ject’s involvement in a sensitive intel-
ligence or counterintelligence oper-
ation or investigation of an actual or
potential criminal violation, or intel-
ligence operation or investigation; or
the existence of that investigation or
operation. Granting access to such in-
formation could seriously impede or
compromise an investigation or oper-
ation; endanger the physical safety of
participants and their families, con-
fidential sources, witnesses, intel-
ligence personnel, and their families;
and lead to the improper influencing of
witnesses; the destruction of evidence
or the fabrication of testimony and dis-
close investigative techniques and pro-
cedures.

(B) From subsection (d)(1) through
(d)(5) because granting access to
records could inform the subject of an
intelligence or counterintelligence op-
eration or investigation of an actual or
potential criminal violation or the ex-
istence of that operation or investiga-
tion; or the nature and scope of the in-
formation and evidence obtained, or of
the identity of confidential sources,
witnesses and intelligence personnel.
Granting access to such information
could seriously impede or compromise
an operation or investigation; endanger
the physical safety of confidential
sources, witnesses, intelligence per-
sonnel and their families; lead to the
improper influencing of witnesses; the
destruction of evidence or the fabrica-
tion of testimony; disclose investiga-
tive techniques and procedures; invade
the privacy of those individuals in-
volved in intelligence programs and
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their families; compromise and thus
negate specialized techniques used to
support intelligence programs; and
interfere with and negate the orderly
conduct of intelligence and counter-
intelligence operations and investiga-
tions. In addition, the agency is re-
quired to protect the confidentiality of
sources who furnished information to
the Government under an expressed
promise of confidentiality or, prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. This con-
fidentiality is needed to maintain the
Government’s continued access to in-
formation from persons who otherwise
might refuse to give it.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of specific informa-
tion in the early stages of an investiga-
tion or operation. Relevance and neces-
sity are often questions of judgment
and timing, and it is only after the in-
formation is evaluated that the rel-
evance and necessity of such informa-
tion can be established. In addition,
during the course of the investigation
or operation, the investigator or opera-
tive may obtain information which is
incidental to the main purpose of the
investigative jurisdiction of another
agency. Such information cannot read-
ily be segregated. Furthermore, during
the course of the investigation or oper-
ation, the investigator may obtain in-
formation concerning violations of law
other than those which are within the
scope of his/her jurisdiction. In the in-
terest of effective intelligence oper-
ations and law enforcement, military
intelligence agents should retain infor-
mation, since it is an aid in estab-
lishing patterns of criminal or intel-
ligence activity and provides valuable
leads for other law enforcement or in-
telligence agencies.

(D) From subsection (e)(4)(G),
(e)(4)(H), and (f) because this system of
records is being exempt from sub-
section (d) of the Act concerning access
to records. These requirements are in-
applicable to the extent that this sys-
tem of records will be exempt from
subsections (d)(1) through (d)(5) of the
Act. Although the system would be ex-
empt from these requirements, the
Deputy Chief of Staff for Intelligence

has published information concerning
its notification, access, and contest
procedures because under certain cir-
cumstances, the Deputy Chief of staff
for Intelligence could decide it is ap-
propriate for an individual to have ac-
cess to all or a portion of his/her
records in this system of records.

(E) From subsection (e)(4)(I) because
it is necessary to protect the confiden-
tiality of sources of information, to
protect the privacy and physical safety
of participants and their families, con-
fidential sources, and witnesses and to
avoid the disclosure of specialized tech-
niques and procedures. Although the
system will be exempt from this re-
quirement, the Deputy Chief of Staff
for Intelligence has published such a
notice in broad generic terms.

(28) A0381–100bDAMI
(i) System name: Technical Surveil-

lance Index.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2), and
(k)(5) may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(5), (e)(1), (e)(4)(G), (e)(4)(H),
and (e)(4)(I).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2) or (k)(5).

(iv) Reasons: (A) From subsection
(c)(3) because disclosing the identities
of agencies to which information from
this system has been released could in-
form the subject of an investigation of
an actual or potential criminal viola-
tion or intelligence operation; of the
existence of that investigation or oper-
ation; of the nature and scope of the in-
formation and evidence obtained as to
his/her activities or of the identify of
confidential sources, witnesses, and in-
telligence or law enforcement per-
sonnel and could provide information
to enable the subject to avoid detection
or apprehension. Granting access to
such information could seriously im-
pede or compromise an investigation;
endanger the physical safety of con-
fidential sources, witnesses, intel-
ligence or law enforcement personnel,
and their families; lead to the improper
influencing of witnesses; the destruc-
tion of evidence or the fabrication of
testimony and disclose investigative
techniques and procedures. In addition,
granting access to such information
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could disclose classified and sensitive
sources and operational methods and
could constitute an unwarranted inva-
sion of the personal privacy of others.

(B) From subsection (d)(1) through
(d)(5) because granting access to
records in this system of records could
inform the subject of an investigation
of an actual or potential criminal vio-
lation; of the existence of that inves-
tigation; of the nature and scope of the
information and evidence obtained as
to his/her activities; or of the identity
of confidential sources, witnesses and
intelligence or law enforcement per-
sonnel and could provide information
to enable the subject to avoid detection
or apprehension. Granting access to
such information could seriously im-
pede or compromise an investigation;
endanger the physical safety of con-
fidential sources, witnesses, intel-
ligence or law enforcement personnel
and their families; lead to the improper
influencing of witnesses; the destruc-
tion of evidence or the fabrication of
testimony and disclose investigative
techniques and procedures. In addition,
granting access to such information
could disclose classified, sensitive
sources and operational methods and
could constitute an unwarranted inva-
sion of the personal privacy of others.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of specific informa-
tion in the early stages of an investiga-
tion or operation. Relevance and neces-
sity are often questions of judgment
and timing, and it is only after the in-
formation is evaluated that the rel-
evance and necessity of such informa-
tion can be established. In addition,
during the course of the investigation
or operation, the investigator may ob-
tain information which is incidental to
the main purpose of the investigative
jurisdiction of another agency. Such
information cannot readily be seg-
regated. Furthermore, during the
course of the investigation or oper-
ation, the investigator may obtain in-
formation concerning violation of laws
other than those which are within the
scope of his/her jurisdiction. In the in-
terest of effective intelligence oper-
ations and law enforcement, criminal
law enforcement investigators and
military intelligence agents should re-

tain this information, since it can aid
in establishing patterns of criminal or
intelligence activity and can provide
valuable leads for other law enforce-
ment or intelligence agencies.

(D) From subsections (e)(4)(G) and
(e)(4)(H) because this system of records
is being exempt from subsections (d) of
the Act, concerning access to records,
these requirements are inapplicable to
the extent that this system of records
will be exempt from subsections (d)(1)
through (d)(5) of the Act. Although the
system would be exempt from these re-
quirements, the Deputy Chief of Staff
for Intelligence and the U.S. Army
Criminal Investigations Command
have published information concerning
its notification, access, and contest
procedures for their respective areas
because, under certain circumstances,
the Deputy Chief of Staff for Intel-
ligence or the U.S. Army Criminal In-
vestigations Command could decide it
is appropriate for an individual to have
access to all or a portion of his/her
records in this system of records.

(E) From subsection (e)(4)(I) because
it is necessary to protect the confiden-
tiality of the sources of information, to
protect the privacy and physical safety
of confidential sources and witnesses
and to avoid the disclosure of inves-
tigative techniques and procedures. Al-
though the system will be exempt from
this requirement, the Deputy Chief of
Staff for Intelligence and the U.S.
Army Criminal Investigations Com-
mand have published such a notice in
broad, generic terms.

(29) A0601–141DASG.
(i) System name: Army Medical Pro-

curement Applicant Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(5) may be ex-
empt from the provisions of 5 U.S.C.
552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(5).
(iv) Reasons: It is imperative that the

confidential nature of evaluations and
investigatory material on applicants
applying for enlistment furnished to
the US Army Recruiting Command
under an express promise of confiden-
tiality, be maintained to insure the
candid presentation of information
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necessary in determinations of enlist-
ment and suitability for enlistment
into the United States Army.

(30) A0601–210aUSAREC.
(i) System name: Enlisted Eligibility

Files.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(5) may be ex-
empt from the provisions of 5 U.S.C.
552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(5).
(iv) Reasons: It is imperative that the

confidential nature of evaluations and
investigatory material on applicants
applying for enlistment furnished to
the US Army Recruiting Command
under an express promise of confiden-
tiality, be maintained to insure the
candid presentation of information
necessary in determinations of enlist-
ment and suitability for enlistment
into the United States Army.

(31) A0601–222USMEPCOM.
(i) System name: ASVAB Student Test

Scoring and Reporting System.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(6) may be ex-
empt from the provisions of 5 U.S.C.
552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(6).
(iv) Reasons: An exemption is re-

quired for those portions of the Skill
Qualification Test system pertaining
to individual item responses and scor-
ing keys to prelude compromise of the
test and to insure fairness and objec-
tivity of the evaluation system.

(32) A0608–18DASG.
(i) System name: Family Advocacy

Case Management.
(ii) Exemption: All portions of this

system of records which fall within the
scope of 5 U.S.C. 552a(k)(2) and (k)(5)
may be exempt from the provisions of 5
U.S.C. 552a(d).

(iii) Authority: 5 U.S.C. 552a(k)(2) and
(k)(5).

(iv) Reasons: Exemptions are needed
in order to encourage persons having
knowledge of abusive or neglectful acts
toward children to report such infor-
mation and to protect such sources
from embarrassment or recriminations
as well as to protect their right to pri-
vacy. It is essential that the identities
of all individuals who furnish informa-
tion under an express promise of con-

fidentiality be protected. In the case of
spouse abuse, it is important to protect
the privacy of spouses seeking treat-
ment. Additionally, granting individ-
uals access to information relating to
criminal and civil law enforcement
could interfere with on-going inves-
tigations and the orderly administra-
tion of justice in that it could result in
the concealment, alteration, destruc-
tion, or fabrication of information,
could hamper the identification of of-
fenders or alleged offenders, and the
disposition of charges, and could jeop-
ardize the safety and well-being of par-
ents, children, and abused spouses.

(33) A0614–115DAMI.
(i) System name: Department of the

Army Operational Support Activities.
(ii) Exemption: All portions of this

system of records that fall within the
scope of 5 U.S.C. 552a(k)(1), (k)(2), or
(k)(5) may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3), (d)(1)
through (d)(5), (e)(1), (e)(4)(G), (e)(4)(H),
and (e)(4)(I), and (f).

(iii) Authority: 5 U.S.C. 552a(k)(1),
(k)(2), and (k)(5).

(iv) Reasons: (A) From subsection
(c)(3)because disclosing the agencies to
which information from this system
has been released could reveal the sub-
ject’s involvement in a sensitive intel-
ligence or counterintelligence oper-
ation or investigation of an actual or
potential criminal violation, or intel-
ligence operation or investigation; or
the existence of that investigation or
operation. Granting access to such in-
formation could seriously impede or
compromise an investigation or oper-
ation; endanger the physical safety of
participants and their families, con-
fidential sources, witnesses, intel-
ligence personnel, and their families;
and lead to the improper influencing of
witnesses; the destruction of evidence
or the fabrication of testimony and dis-
close investigative techniques and pro-
cedures.

(B) From subsection (d)(1) through
(d)(5) because granting access to
records could inform the subject of an
intelligence or counterintelligence op-
eration or investigation of an actual or
potential criminal violation or the ex-
istence of that operation or investiga-
tion; of the nature and scope of the in-
formation and evidence obtained, or of
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the identity of confidential sources,
witnesses and intelligence personnel.
Granting access to such information
could seriously impede or compromise
an operation or investigation; endanger
the physical safety of confidential
sources, witnesses, intelligence per-
sonnel and their families; lead to the
improper influencing of witnesses; the
destruction of evidence or the fabrica-
tion of testimony; disclose investiga-
tive techniques and procedures; invade
the privacy of those individuals in-
volved in intelligence programs and
their families; compromise and thus
negate specialized techniques used to
support intelligence programs; and
interfere with and negate the orderly
conduct of intelligence and counter-
intelligence operations and investiga-
tions. In addition, the agency is re-
quired to protect the confidentiality of
sources who furnished information to
the Government under an expressed
promise of confidentiality or, prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. This con-
fidentiality is needed to maintain the
Government’s continued access to in-
formation from persons who otherwise
might refuse to give it.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance of specific information in the
early stages of an investigation or op-
eration. Relevance and necessity are
often questions of judgment and tim-
ing, and it is only after the informa-
tion is evaluated that the relevance
and necessity of such information can
be established. In addition, during the
course of the investigation or oper-
ation, the investigator or operative
may obtain information which is inci-
dental to the main purpose of the in-
vestigative jurisdiction of another
agency. Such information cannot read-
ily be segregated. Furthermore, during
the course of the investigation or oper-
ation, the investigator may obtain in-
formation concerning violations of law
other than those which are within the
scope of his/her jurisdiction. In the in-
terest of effective intelligence oper-
ations and law enforcement, military
intelligence agents should retain infor-
mation, since it is an aid in estab-
lishing patterns of criminal or intel-

ligence activity and provides valuable
leads for other law enforcement or in-
telligence agencies.

(D) From subsection (e)(4)(G),
(e)(4)(H), and (f) because this system or
records is being exempt from sub-
sections (d) of the Act, concerning ac-
cess to records. These requirements are
inapplicable to the extent that this
system of records will be exempt from
subsections (d)(1) through (d)(5) of the
Act. Although the system would be ex-
empt from these requirements, the
Deputy Chief of Staff for Intelligence
has published information concerning
its notification, access, and contest
procedures because under certain cir-
cumstances, the Deputy Chief of Staff
for Intelligence could decide it is ap-
propriate for an individual to have ac-
cess to all or a portion os his/her
records in this system of records.

(E) From subsection (e)(4)(I) because
it is necessary to protect the confiden-
tiality of sources of information, to
protectthe privacy and physical safety
of participants and their families, con-
fidential sources, and witnesses and to
avoid the disclosure of specialized tech-
niques and procedures. Although the
system will be exempt from this re-
quirement, the Deputy Chief of Staff
for Intelligence has published such a
notice in broad, generic terms.

(f) Exempt OPM records. Three Office
of Personnel Management systems of
records apply to Army employees, ex-
cept for nonappropriated fund employ-
ees. These systems, the specific exemp-
tions determined to be necessary and
proper, the records exempted, provi-
sions of the Privacy Act from which ex-
empt, and justification are set forth
below:

(1) Personnel Investigations Records
(OPM/CENTRAL–9). All material and
information in these records that
meets the criteria stated in 5 U.S.C.
552a(k)(1), (k)(2), (k)(3), (k)(5), and
(k)(6) is exempt from the requirements
of 5 U.S.C. 552a(c)(3) and (d). These pro-
visions of the Privacy Act relate to
making accountings of disclosures
available to the data subject and access
to and amendment of records. The spe-
cific applicability of the exemptions to
this system and the reasons for the ex-
emptions are as follows:
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(i) Personnel investigations may ob-
tain from another Federal agency prop-
erly classified information which per-
tains to national defense and foreign
policy. Application of exemption (k)(1)
may be necessary to preclude the data
subject’s access to and amendment of
such classified information under 5
U.S.C. 552a(d).

(ii) Personnel investigations may
contain investigatory material com-
piled for law enforcement purposes
other than material within the scope of
5 U.S.C. 552a(j)(2), e.g., investigations
into the administration of the merit
system. Application of exemption (k)(2)
may be necessary to preclude the data
subject’s access to or amendment of
such records, under 552a(c)(3) and (d).

(iii) Personnel investigations may
obtain from another Federal agency in-
formation that relates to providing
protective services to the President of
the United States or other individuals
pursuant to section 3056 of title 18. Ap-
plication of exemption (k)(3) may be
necessary to preclude the data sub-
ject’s access to and amendment of such
records under 5 U.S.C. 552a(d).

(iv) All information about individ-
uals in these records that meets the
criteria stated in 5 U.S.C. 552a(k)(5) is
exempt from the requirements of 5
U.S.C. 552a(c)(3) and (4). These provi-
sions of the Privacy Act relate to mak-
ing accountings of disclosures avail-
able to the data subject, and access to
and amendment of records. These ex-
emptions are claimed because this sys-
tem contains investigatory material
compiled solely for the purpose of de-
termining suitability, eligibility, and
qualifications for Federal civilian em-
ployment. To the extent that the dis-
closure of material would reveal the
identity of source who furnished infor-
mation to the Government under an
express promise that the identity of
the source would held in confidence, or,
prior to September 27, 1975, under an
implied promise that the identity of
the source would be held in confidence,
the application of exemption (k)(5) will
be required to honor such a promise
should the data subject request access
to or amendment of the record, or ac-
cess to the accounting of disclosures of
the record.

(v) All material and information in
the records that meets the criteria
stated in 5 U.S.C. 552a(k)(6) is exempt
from the requirements of 5 U.S.C.
552a(d), relating to access to and
amendment of records by the data sub-
ject. This exemption is claimed be-
cause portions of this system relate to
testing or examination materials used
solely to determine individual quali-
fications for appointment or promotion
in the Federal service. Access to or
amendment of this information by the
data subject would compromise the ob-
jectivity and fairness of the testing or
exemption process.

(2) Recruiting, Examining, and Place-
ment Records (OPM/GOVT–5).

(i) All information about individuals
in these records that meets the criteria
stated in 5 U.S.C. 552a(k)(5) is exempt
from the requirements of 5 U.S.C.
552a(c)(3) and (d). These provisions of
the Privacy Act relate to making ac-
countings of disclosures available to
the data subject and access to and
amendment of records. These exemp-
tions are claimed because this system
contains investigative material com-
piled solely for the purpose of deter-
mining the appropriateness of a re-
quest for approval of an objection to an
eligible’s qualification for employment
in the Federal service. To the extent
that the disclosure of such material
would reveal the identity of a source
who furnished information to the Gov-
ernment under an express promise that
the identity of the source would be
held in confidence, the application of
exemption (k)(5) will be required to
honor such a promise should the data
subject request access to the account-
ing of disclosures of the record.

(ii) All material and information in
these records that meets the criteria
stated in 5 U.S.C. 552a(k)(6) are exempt
from the requirements of 5 U.S.C.
552a(d), relating to access to and
amendment of records by the subject.
The exemption is claimed because por-
tions of this system relate to testing or
examination materials used solely to
determine individual qualification for
appointment or promotion in the Fed-
eral service and access to or amend-
ment of this information by the data
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subject would compromise the objec-
tivity and fairness of the testing or ex-
amining process.

(3) Personnel Research Test Validation
Records (OPM/GOVT–6). All material
and information in these records that
meets the criteria stated in 5 U.S.C.
552a(k)(6) is exempt from the require-
ments of 5 U.S.C. 552a(d), relating to
access to and amendment of the
records by the data subject. This ex-
emption is claimed because portions of
this system relate to testing or exam-
ination materials used solely to deter-
mine individual qualifications for ap-
pointment or promotion in the Federal
service. Access to or amendment of
this information by the data subject
would compromise the objectivity and
fairness of the testing or examination
process.

[61 FR 43657, Aug. 26, 1996, as amended at 62
FR 48480, Sept. 16, 1997; 64 FR 45877, Aug. 23,
1999; 65 FR 6895, Feb. 11, 2000]

APPENDIX A TO PART 505—EXAMPLE OF
SYSTEM OF RECORDS NOTICE

A0319.01DACA

System name:

Out-of-Service Accounts Receivables.

System location:

US Army Finance and Accounting Center,
Ft Benjamin Harrison, IN 46249.

Categories of individuals covered by the system:

Separated and retired military/civilian
personnel and others indebted to the US
Army.

Categories of records in the system:

Records of current and former military
members and civilian employees’ pay ac-
counts showing entitlements, deductions,
payments made, and any indebtedness re-
sulting from deductions and payments ex-
ceeding entitlements. These records include,
but are not limited to:

a. Individual military pay records, sub-
stantiating documents such as military pay
orders, pay adjustment authorizations, mili-
tary master pay account printouts from the
Joint Uniform Military Pay System
(JUMPS), records of travel payments, finan-
cial record data folders, miscellaneous
vouchers, personal financial records, credit
reports, promissory notes, individual finan-
cial statements, and correspondence;

b. Application for waiver of erroneous pay-
ments or for remission of indebtedness with
supporting documents, including, but not

limited to statements of financial status
(personal income and expenses), statements
of commanders and/or accounting and fi-
nance officers, correspondence with members
and employees;

c. Claims of individuals requesting addi-
tional payments for service rendered with
supporting documents including, but not
limited to, time and attendance reports,
leave and earnings statements, travel orders
and/or vouchers, and correspondence with
members and employees;

d. Delinquent accounts receivable from
field accounting and finance officers includ-
ing, but not limited to, returned checks,
medical services billings, collection records,
and summaries of the Army Criminal Inves-
tigations Command and/or Federal Bureau of
Investigation reports:

e. Reports from probate courts regarding
estates of deceased debtors;

f. Reports from bankruptcy courts regard-
ing claims of the United States against debt-
ors.

Authority for maintenance of the system:

31 U.S.C., section 3711; 10 U.S.C., section
2774; and 12 U.S.C., section 1715.

Purpose:

To process, monitor, and post-audit ac-
counts receivable, to administer the Federal
Claims Collection Act, and to answer inquir-
ies pertaining thereto.

Routine users of records maintained in the sys-
tem, including categories of users and the pur-
poses of such uses:

Information may be disclosed to:
US Department of Justice/US Attorneys:

For legal action and/or final disposition of
the debt claims. The litigation briefs (com-
prehensive, written referral recommenda-
tions) will restructure the entire scope of the
collection cases.

Internal Revenue Service: To obtain loca-
tor status for delinquent accounts receiv-
ables; (Automated controls exist to preclude
redisclosure of solicited IRS address data);
and/or to report write-off amounts as taxable
income as pertains to amounts compromised
and accounts barred from litigation due to
age.

Private Collection Agencies: For collection
action when the Army has exhausted its in-
ternal collection efforts.

Disclosure to Consumer Reporting Agencies:

Disclosures pursuant to 5 U.S.C. 552a(b)(12)
may be made to ‘‘consumer reporting agen-
cies’’ as defined in the Fair Credit Reporting
Act (15 U.S.C. 1681a(f) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3))
when an individual is responsible for a debt
to the US Army, provided the debt has been
validated, is overdue, and the debtor has
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been advised of the disclosure and his rights
to dispute, appeal or review the claim; and/or
whenever a financial status report is re-
quested for use in the administration of the
Federal Claims Collection Act. Claims of the
United States may be compromised, termi-
nated or suspended when warranted by infor-
mation collected.

Policies and practices for storing, retrieving, ac-
cessing, retaining, and disposing of records in
the system:

Storage:

Paper records in collection file folders and
bulk storage; card files, computer magnetic
tapes and printouts; microfiche.

Retrievability:

By Social Security Number, name, and
substantiating document number; conven-
tional indexing is used to retrieve data.

Safeguards:

The US Army Finance and Accounting
Center employs security guards. An em-
ployee badge and visitor registration system
is in effect. Hard copy records are main-
tained in areas accessible only to authorized
personnel who are properly screened, cleared
and trained. Computerized records are
accessed by custodian of the records system
and by persons responsible for servicing the
record system in the performance of their of-
ficial duties. Certifying finance and account-
ing officers of debts have access to debt in-
formation to confirm if the debt is valid and
collection action is to be continued. Com-
puter equipment and files are located in a
separate secured area.

Retention and disposal:

Individual military pay records and ac-
counts receivables are converted to micro-
fiche and retained for 6 years. Destruction is
by shredding. Retention periods for other
records vary according to category, but total
retention does not exceed 56 years; these
records are sent to the Federal Records Cen-
ter, General Services Administration at Day-
ton, Ohio; destruction is by burning or sal-
vage as waste paper.

System manager(s) and address:

Commander, US Army Finance and Ac-
counting Center Indianapolis, IN 46249.

Notification procedure:

Individuals desiring to know whether this
system of records contains information
about them should contact the System Man-
ager, ATTN: FINCP–F, furnishing full name,
Social Security Number, and military status
or other information verifiable from the
record itself.

Record access procedures:

Individuals seeking access to records in
this system pertaining to them should sub-
mit a written request as indicated in ‘‘Notifi-
cation procedure’’ and furnish information
required therein.

Contesting record procedures:

The Army’s rules for access to records and
for contesting and appealing initial deter-
minations are contained in Army Regulation
340–21 (32 CFR part 505).

Record source categories:

Information is received from Department
of Defense staff and field installations, So-
cial Security Administration, Treasury De-
partment, financial organizations, and auto-
mated system interface.

Systems exempted from certain provisions of the
act:

None.

APPENDIX B TO PART 505—EXAMPLE OF
REPORT FOR NEW SYSTEM OF RECORDS

Narrative Statement

1. System Identification and Name:
A0404.02DAJA, Courts-Martial Files.

2. Responsible Official: Mr. James D. Kemp-
er, US Army Legal Services Agency, Office
of The Judge Advocate General, Room 204B,
Nassif Building, Falls Church, VA 22041.

3. Purpose of the System: Records of trial by
court-martial are necessary for the purpose
of legal review and final action in court-mar-
tial cases. After completion of appellate re-
view, they protect each accused against a
subsequent trial for the same offense(s).

4. Authority for the System: Title 10 U.S.C.,
Chapter 47, Section 865 states that, in the
case of a general court-martial or when sen-
tence that includes a bad conduct discharge
is approved by the convening authority in a
special court-martial, the record will be sent
to The Judge Advocate General. All other
special and summary court-martial records
will be reviewed by a Judge Advocate.

5. Number (or estimate) of individuals on
whom records will be maintained: Approxi-
mately 7,000,000.

6. Information on First Amendment Activities:
The system contains no information on First
Amendment activities per se; however, the
system may include records of trial in which
the charged misconduct was an activity ar-
guably protected by the First Amendment.

7. Measures to Assure Information Accuracy:
In a trial by court-martial, the accused has
a unique opportunity to assure that his
record is accurate, relevant, timely, and
complete as it is made. He has the right to
be present at trial, to be represented by
counsel in general and special courts-martial
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and to consult with counsel prior to a sum-
mary courts-martial to review and challenge
all information before it is introduced into
evidence, to cross-examine all witnesses
against him, to present evidence in his be-
half, and in general and special courts-mar-
tial, to review and comment upon the record
of trial before the convening authority’s ac-
tion.

8. Other Measures to Assure System Security:
As courts-martial records reflect criminal
proceedings ordinarily open to the public,
copies are normally releasable to the public
pursuant to the Freedom of Information Act.
However, access to the original records is
limited to authorized individuals. Security
measures consist of standard physical secu-
rity devices and civilian and military
guards.

9. Relationship to State/Local Government Ac-
tivities: None.

10. Supporting Documentation: Proposed sys-
tem notice and proposed exemption rule are
at Encl 1 and 2 respectively.

APPENDIX C TO PART 505—PROVISIONS
OF THE PRIVACY ACT FROM WHICH A
GENERAL OR SPECIFIC EXEMPTION
MAY BE CLAIMED

Exemption
Section of the Privacy Act

(j)(2) (k)(l–7)

No No (b)(1) Disclosures within the Depart-
ment of Defense.

No No (2) Disclosures to the public.
No No (3) Disclosures for a ‘‘Routine

Use.’’
No No (4) Disclosures to the Bureau of

Census.
No No (5) Disclosures for statistical re-

search and reporting.
No No (6) Disclosures to the National Ar-

chives.
No No (7) Disclosures for law enforce-

ment purposes.
No No (8) Disclosures under emergency

circumstances.
No No (9) Disclosures to the Congress.
No No (10) Disclosures to the General

Accounting Office.
No No (11) Disclosures pursuant to court

orders.
No No (12) Disclosure to consumer re-

porting agencies.
No No (c)(1) Making disclosure account-

ings.
No No (2) Retaining disclosure account-

ings.
Yes Yes (c)(3) Making disclosure accounting

available to the individual.
Yes No (c)(4) Informing prior recipients of

corrections.
Yes Yes (d)(1) Individual access to records.
Yes Yes (2) Amending records.
Yes Yes (3) Review of the Component’s re-

fusal to amend a record.
Yes Yes (4) Disclosure of disputed informa-

tion.

Exemption
Section of the Privacy Act

(j)(2) (k)(l–7)

Yes Yes (5) Access to information com-
piled in anticipation of civil ac-
tion.

Yes Yes (e)(1) Restrictions on collecting in-
formation.

Yes No (e)(2) Collecting directly from the in-
dividual.

Yes No (3) Informing individuals from
whom information is requested.

No No (e)(4)(A) Describing the name and
location of the system.

No No (B) Discribing categories of indi-
viduals.

No No (C) Describing categories of
records.

No No (D) Describing routine uses.
No No (E) Describing records manage-

ment policies and practices.
No No (F) Identifying responsible offi-

cials.
Yes Yes (e)(4)(G) Procedures for determining

if a system contains a record on
an individual.

Yes Yes (H) Procedures for gaining ac-
cess.

Yes Yes (I) Describing categories of infor-
mation sources.

Yes No (e)(5) Standards of accuracy.
No No (e)(6) Validating records before dis-

closure.
No No (e)(7) Records of First Amendment

activities.
No No (e)(8) Notification of disclosure

under compulsory legal process.
No No (e)(9) Rules of conduct.
No No (e)(10) Administrative, technical and

physical safeguards.
No No (11) Notice for new and revised

routine uses.
Yes Yes (f)(1) Rules for determining if an in-

dividual is subject of a record.
Yes Yes (f)(2) Rules for handling access re-

quests.
Yes Yes (f)(3) Rules for granting access.
Yes Yes (f)(4) Rules for amending records.
Yes Yes (f)(5) Rules regarding fees.
Yes No (g)(1) Basis for civil action.
Yes No (g)(2) Basis for judicial review and

remedies for refusal to amend.
Yes No (g)(3) Basis for judicial review and

remedies for denial of access.
Yes No (g)(4) Basis for judicial review and

remedies for other failure to com-
ply.

Yes No (g)(5) Jurisdiction and time limits.
Yes No (h) Rights of legal guardians.
No No (i)(1) Criminal penalties for unau-

thorized disclosure.
No No (2) Criminal penalites for failure to

publish.
No No (3) Criminal penalties for obtaining

records under false pretenses.
Yes No (j) Rulemaking requirement.
N/A No (j)(1) General exemption for the

Central Intelligence Agency.
N/A No (j)(2) General exemption for criminal

law enforcement records.
Yes N/A (k)(1) Exemption for classified mate-

rial.
N/A N/A (k)(2) Exemption for law enforce-

ment material.
Yes N/A (k)(3) Exemption for records per-

taining to Presidential protection.
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Exemption
Section of the Privacy Act

(j)(2) (k)(l–7)

Yes N/A (k)(4) Exemption for statistical
records.

Yes N/A (k)(5) Exemption for investigatory
material compiled for determining
suitability for employment or serv-
ice.

Yes N/A (k)(6) Exemption for testing or ex-
amination material.

Yes N/A (k)(7) Exemption for promotion eval-
uation materials used by the
Armed Forces.

Yes No (l)(1) Records stored in GSA records
centers.

Yes No (l)(2) Records archived before Sep-
tember 27, 1975.

Yes No (l)(3) Records archived on or after
September 27, 1975.

Yes No (m) Applicability to government con-
tractors.

Yes No (n) Mailing lists.
Yes No (o) Reports on new systems.
Yes No (p) Annual report.

APPENDIX D TO PART 505—GLOSSARY OF
TERMS

Section I

Abbreviations

AAFES

Army and Air Force Exchange Service

AARA

Access and Amendment Refusal Authority

ACSIM

Assistant Chief of Staff for Information Man-
agement

DA

Department of the Army

DOD

Department of Defense

GAO

General Accounting Office

GSA

General Services Administration

JUMPS

Joint uniform military pay system

MACOM

Major Army command

MPMIS

Military Police management information
system

NARS

National Archives and Records Service

NGB

National Guard Bureau

OMB

Office of Management and Budget

OPM

Office of Personnel Management

SSN

Social Security Number

TAG

The Adjutant General

TIG

The Inspector General

TJAG

The Judge Advocate General

USACIDC

U.S. Army Criminal Investigation Command

Section II

Terms

ACCESS

The review of a record or obtaining a copy of
a record or parts thereof in a system of
records.

AGENCY

The DOD is a single agency for the purpose
of disclosing records subject to The Privacy
Act of 1974. For other purposes, including ac-
cess, amendment, appeals from denials of ac-
cess or amendment, exempting systems of
records, and record-keeping for release to
non-DOD agencies, the DA is an agency.

ACCESS AND AMENDMENT REFUSAL AUTHORITY

The Army Staff agency head or major Army
commander designated sole authority by this
regulation to deny access to, or refuse
amendment of, records in his or her assigned
area or functional specialization.

CONFIDENTIAL SOURCE

A person or organization that has furnished
information to the Federal Government
under an express promise that its identity
would be withheld, or under an implied
promise of such confidentiality if this im-
plied promise was made before September 27,
1975.
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DATA SUBJECT

The individual about whom the Army is
maintaining information in a system of
records.

DISCLOSURE

The furnishing of information about an indi-
vidual by any means, to an organization,
Government agency, or to an individual who
is not the subject of the record, the subject’s
designated agent or legal guardian. Within
the context of the Privacy Act and this regu-
lation, this term applies only to personal in-
formation that is a part of a system of
records.

INDIVIDUAL

A living citizen of the United States or an
alien admitted for permanent residence. The
Privacy Act rights of an individual may be
exercised by the parent or legal guardian of
a minor or an incompetent. (The Privacy Act
confers no rights on deceased persons, nor
may their next-of-kin exercise any rights for
them.)

MAINTAIN

Collect, use, maintain, or disseminate.

OFFICIAL USE

Any action by a member or employee of DOD
that is prescribed or authorized by law or a
regulation and is intended to perform a mis-
sion or function of the Department.

PERSONAL INFORMATION

Information about an individual that is inti-
mate or private to the individual, as distin-
guished from information related solely to
the individual’s official functions or public
life.

PRIVACY ACT REQUEST

A request from an individual for information
about the existence of, or for access to or
amendment of, a record about him or her
that is in a system of records. The request
must cite or implicitly refer to the Privacy
Act.

RECORD

Any item, collection, or grouping of informa-
tion about an individual that—

a. Is kept by the Government including,
but not limited to, an individual’s home ad-
dress, home telephone number, SSN, edu-
cation, financial transactions, medical his-
tory, and criminal or employment history.

b. Contains an individual’s name, identi-
fying number, symbol, or other individual
identifier such as a finger, voice print, or a
photograph.

ROUTINE USE

Disclosure of a record outside DOD without
the consent of the subject individual for a
use that is compatible with the purpose for
which the information was collected and
maintained by DA. The routine use must be
included in the published system notice for
the system of records involved.

STATISTICAL RECORD

A record maintained only for statistical re-
search or reporting purposes and not used in
whole or in part in making determinations
about specific individuals.

SYSTEM MANAGER

The official responsible for policies and pro-
cedures for operating and safeguarding a sys-
tem or records. This official is located nor-
mally at Headquarters, DA.

SYSTEM OF RECORDS

A group of records under the control of DA
from which information is retrieved by the
individual’s name or by some identifying
number, symbol, or other identifying par-
ticular assigned to the individual. System
notices for all systems of records must be
published in the FEDERAL REGISTER. (A
grouping or files series of records arranged
chronologically or subjectively that is not
retrieved by individual identifier is not a
system of records, even though individual in-
formation could be retrieved by such an
identifier, such as through a paper-by-paper
search.)

PART 507—MANUFACTURE AND
SALE OF DECORATIONS, MED-
ALS, BADGES, INSIGNIA, COM-
MERCIAL USE OF HERALDIC DE-
SIGNS AND HERALDIC QUALITY
CONTROL PROGRAM

Subpart A—Introduction

Sec.
507.1 Purpose.
507.2 References.
507.3 Explanation of abbreviations and

terms.
507.4 Responsibilities.
507.5 Statutory authority.

Subpart B—Manufacture and Sale of
Decorations, Medals, Badges, and Insignia

507.6 Authority to manufacture.
507.7 Authority to sell.
507.8 Articles authorized for manufacture

and sale.
507.9 Articles not authorized for manufac-

ture or sale.
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